PACAFDIR 90-215

BY ORDER OF THE COMMANDER, PACIFIC AIR FORCES
PACAF DIRECTORY 90-215

12 NOVEMBER 1999

Command Policy

SECURITY FORCES UNIT COMPLIANCE INSPECTION
OPR: HQ PACAF/SFO (SMSgt Randy N. Akers)

Certified By: HQ PACAF/SF (SMSgt Randy N. Akers)
Supersedes PACAFDIR 90-515, 6 Mar 98

Pages 51/Didribution: F

The purpose of the HQ PACAF Security Forces Directorate and Inspector General for Security Forces
function is to enhance unit cgpabilities command-wide. The effectiveness of command-wide security forces
unit’s compliance sandards are maintained through the integrity of the ingpection system. This sandard
implements AFPD 90-2, Inspector General-The Inspection System. It gppliesto al Security Forces assigned
to mgor operating bases and geographicaly separated units. These standards support guidance in the
following: AFIs and PACAF supplements to 31-101, 201, 202, 204, 206, 207, 209, 210, 301, 401, 501,

601; 36-2225, 2226, 3001; and technical orders. Thisdirectory appliesto Air National Guard (ANG) units
when published in ANGIND2 and does not apply to the US Air Force Reserve units and members.

Mandatory ingpection items are indicated with a (#).

SUMMARY OF REVISION

This revison establishes mandatory ingpection areas for Unit Compliance Inspections and separates checklists
for the unit sdf ingpection program; identifies respongbilities; reorganizes text and procedures from publication
changesin AFI 31-101, 202, 204, 206, and 36-2226. Includes saf-inspection checklists for air base defense,
force protection, and confinement. These checklists have been substantially revised. . New or revised
material isindicated with an asterisk (*).

1. Attachments 1 and 2 do not condtitute the order or limit the scope of the inspection/assessment. Asa
minimum, units should use this directory in conjunction with the annud Unit Saf-Assessment and/or semi-annud
sdf-ingpection. Discrepanciesin mandatory inspection areas may involve further inspection of areas
listed in the self-ingpection checklist. Units can supplement this publication to add loca compliance items.

2. Responghilities:

2.1. Directorate of Security Forces

2.1.1. Identifies mandatory inspection areas for Unit Compliance Inspections (UCI).
2.1.2. Develops and maintains this directory.

2.2. Inspector Genera for Security Forces (IGSF)

2.2.1. Conducts UCI of mandatory inspection areas as determined by the Director of Security Forces.
2.2.2. Conducts anti-robbery and penetration exercises.

2.3. Ingdlation Chiefs of Security Forces

2.3.1. Conducts semi-annua self-inspection using checklists in attachments 1 and 2.
2.3.2. Provide IGSF the following:

2.3.2.1. Sdf-ingpection reports.

2.3.2.2. Evauation reports of al penetration and anti-robbery exercises.

2.3.2.3. Past 90-days worth of blotters.
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2.3.24. Ingdlation security ingruction and Ingtalation Security Plan.

2.3.25. Copiesof dl checklists, operating ingtructions, and pecia security ingtructions.

2.3.2.6. Room equipped with atelephone, computer, and computer-printer.

2.3.2.7. Standardization and Evaluation personnel to act as trusted agents during UCI exercises.

2.3.2.8. Any other documents/support specified in the Ingpector General transmitted letter of instruction.

LAFAE JOHNSON, Lt Col, USAF
Acting Director of Security Forces

2 Attachments
1. Unit Compliance Ingpection
2. Unit Sdf-Inspection Checklist
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Attachment 1
*UNIT COMPLIANCE INSPECTION
(MANDATORY INSPECTION AREAYS)

All. (#HPHYSICAL SECURITY PROGRAM (AFI 31-101)

Al1.1.1. Ingallation Security Instruction (1S).

A11.1.1. Isaningruction published as an ingdlation directive? (para1.11.3)

Al1.1.1.2. Hastheingdlation commander approved, issued, and assured implementation of the instruction?
(para1.11.3)

A1.1.1.3. Doestheingruction identify the security priority of resources located on the indalation and
dispersed Stes supported by the ingdlation? (para 1.6)

A1.1.1.4. Doestheingtruction describe the location of the restricted areas and note the restricted areas are
marked by warning Signs? (para1.11.3.3)

A1.1.15. Doestheingruction establish entry and internd controls for al restricted areas? (para1.11.3.4.)
A11.1.6. Doestheingruction list the security priorities of the ingtalation’s resources in order of importance?
(paral1l.11.35))

A1.1.1.7. Doestheingruction State restricted areas are established “pursuant to DoD Directive 5200.8,
Security of DoD Ingtalations and Resources, 25 Apr 91 and Section 21, Interna Security Act of 1950 (50
U.S.C. 797)? (paral.11.3.1.)

A1.1.1.8. Doestheingruction state dl personnel must obtain specific written permission to enter restricted
areas? (paral.11.3.2))

A1.1.1.9. Doestheingruction state the security responshbilities of supporting forces working in restricted
areas? (paral.11.3.6.)

A1.1.1.10. Doestheingruction give the ingalation chief of security forces authority to establish security post
priority ligts and to determine which posts go unmanned during personnd shortages? (para 1.11.3.7.)
A1.1.1.11. Doestheingruction assign norma security support tasks for units on the ingtdlation? (para
1.11.3.8)

A1.1.1.12. Doestheingtruction prioritize post assgnments according to the importance of each post to the
overdl security of the ingalation’s resources? NOTE: The pogt priority chart will be published in the
ingalation security plan (1SP). (para 1.15.1 and PACAF Sup 1.15.2))

A1.1.1.13. Istheingtruction used to develop operating instructions (Ol), security checklists, and detailed
ingructions? (Check to ensure guidance in Ol, checklists, and other ingtructions matches the ISl direction)?
(para1.15.3)

A1.1.1.14. Hasthe unit established emergency entry procedures for their priority resources? (para 5.8.6.
(addeded) PACAF Sup 1)

A1.1.2. Ingallation Security Plan (1SP).

Al1121 DoesthelSP, asaminimum, cover: (paral.16.3.1)

A11.2.1.1. Natura disasters?

A1.1.2.1.2. Civil disturbance or riot threatening priority resources?

A11.2.1.3. Overt attack on arestricted area?

A1.1.2.1.4. Recept of threat condition derting message?

A1.1.2.1.5. Theneed to deploy or obtain additiona security forces?

A1.1.2.1.6. Receipt of Presdentia, senior executive misson arcraft (SENEX), specificaly designated specia
ar misson aircraft (SDSAM), or specid ar misson (SAM) arcraft?

A1.1.2.1.7. Anti-hijack?
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A11.21.8. Arriva of unidentified or unannounced military or commercid arcraft?

A1.1.2.2. Doestheingdlation commander issue, gpprove, and assure implement of the actions outlined in the
ISP? (paral.16.1.1)

A1.1.3. Security Deviations

A1.13.1. Isacurrent list of deviations and compensatory measures kept on file? (para4.6.1.4.4. PACAF Sup
1)

A1.1.3.2. Aredeviations coordinated through HQ PACAF/SFO prior to approval? (para4.4.1. PACAF Sup
1)

A1.1.3.3. Have deviations been approved by the ingtallation commander? (para4.4.1.3)

A1.1.34. Hastheingdlation security council conducted an annual review of deviations? (para 1.14.1.6)
A1.1.35. Havetemporary deviations (waivers) exceeded their 2-year limit? (para4.2.2)

A1.1.3.6. Areposted sentries aware of security deviations and approved compensatory measures in their area
of responshility? (para4.5.1.)

Al1.1.4. Priority “A” Security Standards

Al114.1. Istheentry control facility equipped with eectronic duress devices that terminates at Central Security
Control (CSC)? (para7.2.5. PACAF Sup 1)

Al114.2. Istheredtricted area equipped with one line of detection at the boundary and one line of detection at
the structures, shelters, or individual exposed resources? Each line of detection must meet a Pd of .95 at the 90
percent confidence level. (para8.5.4.)

A1.1.4.3. Are security forces performing assessments to determine the cause of an darm and are they initiating
the appropriate response? (para8.11.)

Al1.1.4.4. Isthe number of restricted area entry control points kept to an asolute minimum? Entry points are
not established for convenience. Secure nonessentid flightline controlled, restricted area entry gates and entry
control points during maintenance non-duty hours. (para 1.11.3.4. PACAF Sup 1)

A1.1.4.5. Do dl personnd with unescorted entry know the duress code? (para5.9.1.3. PACAF Sup 1)
A1.1.4.6. Can ARTSs provide immediate response not to exceed 5 minutes to area darms and incidents?
(para 6.6.12)

A1.1.4.7. Can SRTstacticaly respond within 5 minutes to priority resources? (para6.6.11.)

A11.4.8. Are security force members thoroughly familiar with the use of force rules of engagement and local
theater-unique requirements? (para6.7.1.)

A11.4.9. Aredl on-duty security forces equipped with the following: web belt with gppropriate ammo
pouches, whigtle, handcuffs, flashlight, RAB, cold and foul weather gear (depending on climate, geographic
location, and time of year), hadmet and flak vest/body amor? (para 6.9.3.4. PACAF Sup 1)

A1.1.4.10. Are appropriate vehicles (with emergency lights, Sirens and public address system if permanently
assgned) provided for ARTS, SRTs, element leaders, e ement sergeants, area supervisors, and mobile patrols?
(para 6.10)

A1.1.4.11. Aresecurity force radio systems equipped with at least two frequencies? (para6.11.1)

A1.1.4.12. Are€eevated barriers used to ddineate the restricted area boundary? (para 7.5.1.3. PACAF Sup
1)

A1.1.4.13. For units equipped with pedestrian/vehicle entrgpment aress, are turnstiles operationd at dl times?
Freewheeling either turnstile for convenienceisnot authorized. (para7.5.1.4. (Added) PACAF Sup 1)
A1.1.4.14. Isthe height of underbrush and vegetation no higher than 8 inchesin the areaand al clear zones?
(para7.6.2.2. PACAF Sup 1)
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A1.1.4.15. Are compensatory measures implemented where snow accumulation creates unacceptable security
conditions, i.e., depth precludes observation of the fence/barrier or renders the fence/barrier usdess? (para
7.6.2.4 (Added) PACAF Sup 1)

A1.1.4.16. Isthe boundary barrier at least 250 feet from the base perimeter or property line? If the restricted
area boundary is closer than 250 feet, did the unit alow 100 feet between the boundary barrier and the
resources? (para7.7)

A11.4.17. Doesentry point lighting provide shadow-free light (when possible), clearly illuminate entrant’s
physica appearance, clothing, hand-carried objects and face, and have battery-sustained emergency lighting
and portable lights or flashlights to support entry control functionsif primary and dternate power fals? (para
7.84.1)

A1.1.4.18. Do on-duty supervisors visualy ingpect dl physica security facilities, to include boundary barrier
systems, gates, and Structures/shelters for tampering, deterioration, and inoperative equipment &t least daily?
(para7.16 PACAF Sup 1)

A1.1.4.19. Do clear zones meet the standards outlined below? (para7.6. and 7.6.1)

A114.19.1. A 30-foot bdt of land (minimum) has been leveled on both Sides of a single boundary barrier.
A1.1.4.19.2. A 30-foot belt of land (minimum) has been leveled ingde the inner fence, outside the outer fence
for dua fences and the entire area between the fences.

A1.1.4.19.3. Removedl possible dips, ridges, ditches and objects that could conceal an intruder or obstruct
vision from permanent restricted area clear zones.

A1.1.4.19.4. Position poles, overhead wires, and other features so they can't be used to circumvent the sensor
system or fence.

A1.1.4.20. Isrestricted area vegetation trimmed or pruned to avoid erosion and to avoid cutting down
protected plants? (para7.6.2.3)

A1.1.4.21. Areboundary lightsinstalled that meet criteriain paragraph 7.8.1, AF 31-101, when permanent
restricted areas are fenced and the security system is designed to detect intruders at the boundary? (para 7.9.1)
A1.1.4.22. Doesarealighting for permanent restricted areas provide sufficient lighting to detect intruders
before they can reach and damage protected resources? (para7.9.2. PACAF Sup 1)

A1.1.4.23. Isthe boundary posted with restricted area sgns a 100-foot intervals? (para7.11)

Al1.1.4.24. Areadl security force postions (posts and patrols) assigned Specid Security Instructions for use
during their tour of duty? (para 1.15.4. PACAF Sup 1)

A1.15. Priority “B” Security Standards

A1.15.1. Istheentry control facility equipped with eectronic duress devices that terminates at Centra Security
Control (CSC)? (para7.2.5. PACAF Sup 1)

A1.15.2. Istheresricted area equipped with one line of detection at the restricted area boundary plus one
levd of darm at the structures, shelters, or individualy exposed resources? Each line of detection must meet a
Pd of .95 at the 90 percent confidence level. Theleve of darm standing done must meet aPd .90 at the 90
percent confidence leve for the applicable intruson scenarios a that location. (para 8.5.5.)

A1.15.3. Are security forces performing assessments to determine the cause of an darm and are they initiating
the appropriate response? (para8.11.)

A1.15.4. Isthe number of restricted area entry control points kept to an asolute minimum? Entry points are
not established for convenience. Secure nonessentid flightline controlled, restricted area entry gates and entry
control points during maintenance non-duty hours. (para 1.11.3.4. PACAF Sup 1)

A1.15.5 Do dl personnd with unescorted entry know the duress code? (para’5.9.1.3. PACAF Sup 1)
A1.15.6. Can mobile patrols (at least one armed security force member) provide immediate response not to
exceed 5 minutes to area alarms and incidents? (para 6.6.12 and 13.3.)
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A1.1.5.7. Can SRTstacticaly respond within 5 minutes to priority resources? (para 6.6.11.)

A1.15.8. Are security force members thoroughly familiar with the use of force rules of engagement and local
theater-unique requirements? (para6.7.1.)

A1.159. Aredl on-duty security forces equipped with the following: web belt with gppropriate ammo
pouches, whigtle, handcuffs, flashlight, RAB, cold and foul weather gear (depending on climate, geographic
location, and time of year), hemet and flak vest/body armor? (para 6.9.3.4. PACAF Sup 1)

A1.1.5.10. Areappropriate vehicles (with emergency lights, Sirens and public address system if permanently
assigned) provided for ARTS, SRTs, element leaders, element sergeants, area supervisors, and mobile patrols?
(para6.10)

A1.15.11. Aresecurity force radio systems equipped with at least two frequencies? (para6.11.1)
A1.15.12. Areedevated barriers used to delineate the restricted area boundary? (para7.5.1.3. PACAF Sup
1)

A1.15.13. For units equipped with pedestrian/vehicle entrapment areas, are turnstiles operationd at al times?
Freewhedling either turngtilefor convenienceisnot authorized. (para7.5.1.4. (Added) PACAF Sup 1)
A1.1.5.14. Istheheight of underbrush and vegetation no higher than 8 inchesin the areaand al clear zones?
(para7.6.2.2. PACAF Sup 1)

A1.15.15. Are compensatory measures implemented where snow accumulation creates unacceptable security
conditions, i.e., depth precludes observation of the fence/barrier or renders the fence/barrier usdess? (para
7.6.2.4 (Added) PACAF Sup 1)

A1.1.5.16. Doesentry point lighting provide shadow-free light (when possible), clearly illuminate entrant’s
physica appearance, clothing, hand-carried objects and face, and have battery-sustained emergency lighting or
portable lights or flashlights to support entry control functionsif primary and aternate power fails? (para
7.84.1)

A1.15.17. Do on-duty supervisors visualy ingpect adl physica security facilities, to include boundary barrier
systems, gates, and structures/'shelters for tampering, deterioration, and inoperative equipment &t least daily?
(para7.16 PACAF Sup 1)

A1.15.18. Do clear zones meet the standards outlined below? (para7.6. and 7.6.1)

A1.15.181. A 30-foot bt of land (minimum) has been leveled on both sides of a single boundary barrier.
A11518.2. A 30-foot belt of land (minimum) has been leveled indde the inner fence, outside the outer fence
for dua fences and the entire area between the fences.

A1.15.18.3. Removedl possbledips, ridges, ditches and objects that could conceal an intruder or obstruct
vision from permanent restricted area clear zones.

A1.15.18.4. Pogtion poles, overhead wires, and other features so they can't be used to circumvent the sensor
system or fence.

A1.15.19. Isredtricted area vegetation trimmed or pruned to avoid ground erosion and to avoid cutting down
protected plants? (para 7.6.2.3)

A1.15.20. Areboundary lightsinstaled that meet criteriain paragraph 7.8.1, AFI 31-101, when permanent
restricted areas are fenced and the security system is designed to detect intruders at the boundary? (para 7.9.1)
A11.5.21. Doesarealighting for permanent restricted areas provide sufficient lighting to detect intruders
before they can reach and damage protected resources? (para7.9.2. PACAF Sup 1)

A1.15.22. Isthe boundary posted with restricted area signs at 100-foot intervas? (para7.11)

A1.15.23. Arethebeow security measures implemented? (para 13.3. PACAF Sup 1)

A1.15.23.1. Postiveentry control.

A1.15.23.2. Anentry controller, close boundary sentry and mobile patrol for temporary areas. NOTE: The
entry controller may perform both close boundary and entry control duties provided the boundary can be
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adequatdly observed. When apriority “B” arcraft is parked within apriority “C” areamay provide the
response cgpability to the priority “B” arcraft.

Al1.15.24. Alert Air Refueling Aircraft. Arethe beow additiond requirements met? (para13.8.1 PACAF
Sup 1)

A1.15.24.1. CSC naotified of dl tripsto the aert aircraft.

A1.15.24.2. Aircraft commander or delegated authority the sole authority for granting entry to an dert aircraft.
A1.1.5.24.3. Local procedures developed for entry to the alert aircraft.

A1.15.25. Aredl priority resources secured when the resources are left unattended? Maintenance personnel
should secure dl arcraft hatches (if possible) to aid in detection of unauthorized entry to aircraft before
relinquishing security responsbility over to the security forces. (para 1.6.3.1. PACAF Sup 1)

A1.15.26. Doesthe unit track aircraft removed from ther restricted areas for maintenance? (para 1.6.3.)
A1.15.27. Isthe security priority retained when aircraft are removed from restricted areas for maintenance?
(para1.6.3)

A1.15.28. Isthe security force providing response to and making random checks of maintenance hangars and
arcraft parked at other locations outside of permanent restricted areas? (para 1.6.3. PACAF Sup 1)
A1.1.5.29. Areowner/user personnel securing maintenance hangars and notifying security forces when aircraft
are left unattended? (para 1.6.4.)

A1.15.30. Areall security force positions (posts and patrols) assigned Specia Security Instructions for use
during their tour of duty? (para 1.15.4. PACAF Sup 1)

A1.1.6. Priority “C” Security Standards

A1.16.1. Isthe number of restricted areaentry control points kept to an absolute minimum? Entry points are
not established for convenience. Secure nonessentid flightline controlled, restricted area entry gates and entry
control points during maintenance non-duty hours. (para 1.11.3.4. PACAF Sup 1)

A1.1.6.2. Do dl personne with unescorted entry know the duress code? (para5.9.1.3. PACAF Sup 1)
A1.1.6.3. Can ARTSs provide immediate response not to exceed 5 minutes to area darms and incidents?
(para6.6.12)

A1.1.6.4. Can SRTstacticaly respond within 5 minutes to priority resources? (para 6.6.11.)

A1.1.6.5. Are security force members thoroughly familiar with the use of force rules of engagement and local
theater-unique requirements? (para6.7.1.)

A1.1.6.6. Aredl on-duty security forces equipped with the following: web belt with gppropriate anmo
pouches, whistle, handcuffs, flashlight, RAB, cold and foul weather gear (depending on climate, geographic
location, and time of year), hemet and flak vest/body armor? (para 6.9.3.4. PACAF Sup 1)

Al11.6.7. Areappropriate vehicles (with emergency lights, Srens and public address system if permanently
assigned) provided for ARTS, SRTs, element leaders, element sergeants, area supervisors, and mobile patrols?
(para6.10)

A1.1.6.8. Are security force radio systems equipped with at least two frequencies? (para6.11.1)

A1.1.6.9. Areéeevated bariers used to ddineate the restricted area boundary? NOTE: The ISC may
gpprove the use of painted lines and painted restricted area signs for priority “C” areas where an dlevated
barrier is prohibited. Painted lineswill be bright red or red-orange color, preferably fluorescent or reflective
paints. (para7.5.1.3. PACAF Sup 1)

A1.1.6.10. For units equipped with pedestrian/vehicle entrapment arees, are turnstiles operationd at al times?
Freewheeling either turngtilefor convenienceisnot authorized. (para7.5.1.4. (Added) PACAF Sup 1)
A11.6.11. Istheheight of underbrush and vegetation no higher than 8 inchesin the areaand al clear zones?
(para7.6.2.2. PACAF Sup 1)
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A1.16.12. Are compensatory measures implemented where snow accumulation creates unacceptable security
conditions, i.e., depth precludes observation of the fence/barrier or renders the fence/barrier usdess? (para
7.6.2.4 (Added) PACAF Sup 1)

A1.1.6.13. Hasthe|SC determined entry point lighting requirements for manned entry control points? (para
7.9.3.2. PACAF Sup 1)

A1.1.6.13. Do on-duty supervisors visualy ingpect al physica security facilities, to include boundary barrier
systems, gates, and structures/'shelters for tampering, deterioration, and inoperative equipment &t least daily?
(para7.16 PACAF Sup 1)

A1.1.6.14. Hasthe ISC determined clear zone requirements (based on loca conditions and operationa
consderations)? (para7.6.1.5. PACAF Sup 1)

A1.1.6.15. FOR AREASBUILT AFTER 3 OCT 88, do clear zones meset the standards outlined below for
areas built after 3 Oct 88?7 (para7.6. and 7.6.1)

A116.151. A 30-foot bdt of land (minimum) has been leveled on both Sides of a single boundary barrier.
A11.6.15.2. A 30-foot belt of land (minimum) has been leveled insde the inner fence, outside the outer fence
for dua fences and the entire area between the fences.

A1.1.6.15.3. Removedl possible dips, ridges, ditches and objects that could conceal an intruder or obstruct
vision from permanent restricted area clear zones.

A1.1.6.15.4. Postion poles, overhead wires, and other features so they can't be used to circumvent the sensor
system or fence.

A1.1.6.16. Isredtricted area vegetation trimmed or pruned to avoid ground erosion and to avoid cutting down
protected plants? (para7.6.2.3)

A1.1.6.17. Areboundary lightsinstalled that meet criteriain paragraph 7.8.1, AF 31-101, when permanent
restricted areas are fenced and the security system is designed to detect intruders at the boundary? (para 7.9.1)
A1.1.6.18. Doesarealighting for permanent restricted areas provide sufficient lighting to detect intruders
before they can reach and damage protected resources? (para7.9.2. PACAF Sup 1)

A1.1.6.19. Isthe boundary posted with restricted area signs at 100-foot intervals? (para7.11)

A1.16.20. Arethe below security measuresimplemented? (para 14.3)

A1.1.6.20.1. Owner and user personnel provide surveillance for aircraft parking aress.

A1.1.6.20.2. Additiond forces assgned based on the threat, the geographica location, and other factors.
A1.1.6.20.3. For Korean Basesonly: entry controllers posted.

A11.6.21. Arepriority “B” security standards applied for aircraft generating to full combat aert satus? (para
13.2.1 (Added) PACAF Supl)

A1.1.6.22. Aredl priority resources secured when the resources are left unattended? Maintenance personnel
should secure dl aircraft hatches (if possible) to aid in detection of unauthorized entry to aircraft before
relinquishing security responsibility over to the security forces. (para 1.6.3.1. PACAF Sup 1)

A1.1.6.23. Doesthe unit track aircraft removed from their restricted areas for maintenance? (para 1.6.3.)
A1.1.6.24. Isthe security priority retained when aircraft are removed from restricted areas for maintenance?
(para1.6.3)

A11.6.25. Isthe security force providing response to and making random checks of maintenance hangars and
arrcraft parked at other locations outside of permanent restricted areas? (para 1.6.3. PACAF Sup 1)
A1.1.6.26. Areowner/user personnel securing maintenance hangars and notifying security forces when aircraft
are left unattended? (para 1.6.4.)

A1.1.6.27. Aredl security force postions (posts and patrols) assigned Specid Security Ingtructions for use
during their tour of duty? (para 1.15.4. PACAF Sup 1)

Al1.7. FreeZones.
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A1.1.7.1. Istheentry control pointsto restricted areas containing free zones delegated to contractors? Not
authorized. (paral.13.1.2. PACAF Sup 1)

A1.1.7.2. Isthefree zone boundary marked with elevated ropes, barriers, fencing, or other suitable materids,
to clearly delinegate the free zone from the restricted area? (para 1.13.1.3)

A1.1.8. Alarm Standards

A1.1.8.1. Doesthe unit have afull time SF Sensor NCO? (para 8.33)

A1.1.8.2. Doesthe unit assess the severity of IDS falure againgt IDS falure categories (catastrophic, mgor,
and patid falures? (para8.34)

A1.1.8.1. Aredarm monitor consoles and dternate CSC equipped with eectronic duress devices that
terminate at CSC? NOTE: If thedarm consoleislocated in CSC then the duress should terminate at an ECF,
Command Pogt, or other facility that can sound the darm? (para 7..5. PACAF Sup 1)

A1.1.8.3. ArethelIDS itemslisted below tested quarterly? (Para 8.23 and 8.24)

A1.1.8.3.1. Structures and shelters that routinely contain nonnuclear resources.

A1.1.8.3.2. Junction boxes, Tamper switches, field digtribution boxes (FDBs), cable boxes, and other
equipment that might alow spoofing, bypassing, or other system sabotage?

A1.1.84. Arelocdly developed IDS intrusion scenarios conducted for vulnerability testing and do these
scenarios contain the items listed below? (Para 8.26)

A11.84.1. Singleand multiple intrusons.

A1.184.2. Incidentsinvolve primary and aternate power systems.

A1.1.8.4.3. Conducted in al types of wegather, during daylight, and at night.

A1.1.85. Do darm system operators check annunciation and display equipment at each shift change to
determine the status of systems? (Para 8.28)

A1.1.8.6. Have security planners developed “sound” and | SC approved compensatory measures, condstent
with AF 31-101, Chapter 1, for IDS failures and mafunctions? (Para 8.35)

A1.1.8.7. Doesthe unit randomly test their darm system (generate an darm) by selecting sectors of exterior
IDS daily? (Para8.24.1)

A1.1.88. Istheentire exterior IDS tested at least monthly? (Para 8.24.1)

A1.1.8.9. Doesthe wegpons system security superintendent conduct joint quarterly walk-through inspections
with BISS maintenance personnd and the sensor NCO to check the following IDS? (Para 8.33.2)
A1.1.8.9.1. Structures.

A1.1.89.2. Shelters.

A1.1.8.9.3. Individual resources.

A1.1.89.4. Exterior sensor systems.

A1.1.8.10. Areonly IDS operators who successfully completed Type 1 contractor-provided training or locally
developed training and certified by the CSF performing aarm monitor duties? (Para 8.32. PACAF Sup 1)
A1.1.8.11. Arethe dam monitors documenting maintenance on the Air Force Technica Order (AFTO) Form
781a, Maintenance Discrepancy and Work Document? (Para 8.29.1)

A1.1.8.12. Doesthe Sensor NCO maintain copies of the AFT Form 781a? (Para8.29.1.2)

A1.1.8.13. Isthe darm monitor recording dl darm data on the AF Form 340, Sensor Alarm Data? (Para
8.29.2)

A1.1.8.14. Isthe Sensor NCO maintaining al IDS data for one year to seasonaly average the darm rate?
(Para8.29.2.6)

A1.1.8.15. Isthe Sensor NCO maintaining T.O.s and commercid manuals that describe equipment
components and operating procedures for IDSin use? (Para8.31.1) Sensor NCOs must have on hand:
A1.1.8.15.1. TheT.O. that make up the Numerica Index Reference Table.



10 PACAFDIR 90-215 12 November 1999

A1.18.15.2. T.O.00-35D-54, USAF Materid Deficiency Reporting and Investigating System.
EXCEPTION: Security Forces units need not maintain the T.O.s and commercid manudsif they have 24-
hour access to them at another agency, such as the communications squadron.

A1.1.8.16. Doesthe Sensor NCO assist the standardization and evaluation section to devel op certification
standards for system operators? (Para 8.32)

A1.1.9. Ingallation Security Council (ISC).

A1.1.9.1. Doestheingdlation commander or vice commander chair the Ingtdlation Security Council? (para
1.14, PACAF Sup 1)

A1.1.9.2. Arefreezonesand concept of operations approved in writing by the 1SC and maintained by the
security forces and organization responsible for the project? (para1.13.1.6 (added) PACAF Sup 1)
A1.1.9.3. Hasthe|SC gpproved the use of painted lines and painted restricted area signs for priority “C” areas
where an elevated barrier is prohibited? (para7.5.1.3. PACAF Sup 1)

A1.1.9.4. Hasthe|SC determined clear zone requirements priority “C” resources built prior to 3 Oct 88
(based on loca conditions and operationa considerations)? (para 7.6.1.5. PACAF Sup 1)

Al2. (#RESOURCE PROTECTION PROGRAM (AFI 31-209)

Al21 Does the IRPP include the following? (Para 2.1):

Al12.1.1. Threst assessment.

A121.2. Teranand weather andyss, to include surrounding aress.

A1.2.1.3. Vulnerability assessment for terrorist acts or sabotage.

A12.1.4. A concept of operations for resource protection contingencies.

A12.15. Anedimate of friendly force support.

Al2.2. Does the IRPP contain contingency operation information for the following? (Para2.1.1)
A1.2.2.1. Anti-hijack, anti-robbery, and antiterrorist measures.

Al1.2.2.2. Bomb thresat, civil disturbance, and hostage Situations.

A1.2.2.3. Mass casudty incidents, mobility, and nonnuclear munition storage aress.

Al1.2.2.4. Other mission-essentia resources as directed by the RPEC.

A12.25. Resdent and transent distinguished visitors (DV), resources secured or protected by civilian
(contract) police if work stoppages or wakouts occur.

A1.2.3. Doesthe IRPP contain specific guidance for the following? (Para2.1.1)

A1.2.31. AA&E shipments.

A1.2.3.2. Other shipmentsthat require safe-haven status.

Al1.2.4. Do RPP teams conduct follow-up Program Reviews asfollows? (Para2.2.2)

A1.2.4.1. Annually by the security forcesfor dl AA&E (Category I or higher).

A1.2.4.2. Biennially (every two years) for areas containing mgjor funds ($100,000 or more) and areas
approved for storage of controlled substances (pharmacies, medica logigticd facilities, etc.).

A1.24.3. For fadilities storing and handling less than $100,000 when directed by the RPEC?

Al1.2.4.4. During off years, do ownersusers of controlled areas conduct follow-up program reviews and
forward hard copy results to the security forces?

A1.25. Doestheingallation conduct anti-robbery tests asfollows? (Para 2.3)

A1.25.1. Annually for drug facilitiesand Category |1 or higher AA&E fadilities at mgor fund levels
($100,000 or more).

A1.25.2. Periodically for other darm-equipped facilities and customer service areasin relation to local
thresats, as directed by the RPEC.
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Al.2.6. Has the ingdlation commander determined controlled area entry qudifications and published
the proceduresin abase directive? (Para4.2.1)
Al27. Are firearm storage facilities, where wegpons are routingly issued, equipped with battery- or

generator-powered emergency lighting? (Para’5.6) NOTE: Ensure the sysem automeaticaly switches over
when commercid power fals.

Al1.238. Are negotiable instruments such as blank checks, bonds, and money orders stored in alocked
container (safe, metd filing cabinet, etc.)? (Para8.1.4)
Al1.2.9. Isthe AF Form 116, Request for Deviation from Security Criteria, used to document program

deficiencies? (Para9.1.1)

A1.2.10. Doestheunit use“blanket” waiversfor saverd different deficiencies? --NOT AUTHORIZED.
(Para9.1.2)

A1.2.11. Does the respongble activity prepare and coordinate dl AF Forms 116 with the ingtalation chief of
security forces? (Para9.1.3)

A1.2.12. Do deviations exceed time periods listed below? (Para9.1.3)

A1212.1. Temporary (waver): 1 year, the goproving authority can extend after review.

A1.2.12.2. Permanent (exception): 2 years.

A1.2.12.3. Technical (variance): Indefinite period.

A12.13. Aredl inddlation deficiencies reviewed annually by the RPEC? (Para9.1.4)

A1.2.14. Do temporary (waiver) deviations contain proposed compensatory measures? (Para9.1.5)
A1.2.15. Do compensatory measures compensate for the specific deficiency? (Para9.1.6)

Al3. (H)ANTITERRORISM PROGRAM/FORCE PROTECTION (AFI 31-210)

A1.3.1. Do commanders have full working knowledge of AT/FP policies and stlandards? (AFI 31-210, para
3.1.11)

A13.2. Do CINC/Service/Agencies use as a minimum the following aress as a basdine when developing
specific sandards with CINC/Service/ Agency-unique requirements to fully implement their AT/FP Program?
(AFI 31-210, para3.2,3.2.1.1, 3.2.1.2 and 3.2.1.3))

A13.2.1. AT/FP plans, Threat Assessment plans, and Incident Response plans.

A1.3.2.2. Proceduresto identify physical security requirements and to program for resources necessary to
meet requirements.

A1.3.2.3. New congtruction guiddlines.

A1.3.3. Havedl commanders, down to the ingtalation commander published a supplement to thisingtruction
implementing further prescriptive sandards in AT/FP for command and ingtdlation-unique requirementsto fully
incorporate these standards into their programs? (AFI 31-210 para 3.2.2)

A1.34. Do plansinclude security and law enforcement assets, fortifications, sensors, obstacles, contract/hired
forces, unit guards and on-call support from reaction forces, AT/FP training and education, vulnerabilities and
associated countermeasures (classified annex), ingtdlation priorities, host nation and local coordination. Are
plans being reviewed annudly? (AFI 31-210, para 3.2.3)

A1.35. Has CINC/Service/Agencies clearly established operationd responsibility for AT/FP for dl unitsand
individuas whether permanently or temporarily assgned? (AF 31-210, para 3.3)

A1.3.6. Has PACAF identified in their supplement specific operationd respongbility for AT/FP down through
the ingdlation leve for al persons permanently or temporarily assgned? (AFI 31-210, para 3.3.1)

A1.3.7. Has PACAF ensured actions to combat terrorism outside the United States or in conjunction with
other CINCS/Services/Agencies comply with applicable status of forces agreements (SOFA), the DOD
Foreign Clearance Guide, and memoranda of understanding? (AFI 31-210, para3.3.2)
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A1.3.8. Has PACAF egtablished an antiterrorism program tailored to the loca mission, conditions, the terrorist
threat, and the nationa security environment? (AF 31-210, para 3.3.3)

A1.3.9. Hastheingdlation commander implemented an AT/FP program to combat the loca terrorist threat
and support the US Air Force AT/FP program? (AFI 31-210, para3.3.4.1)

A1.3.10. Do plansfrom the CINC level down clearly describe force protection measures for permanent
operations or locations, and in operation orders OPORDS) for temporary operations or exercises? (AFl 31-
210, para3.5.1)

A1.3.11. Asaminimum do the plansinclude procedures outlined in AFI 31-210 paragraphs 3.5.1.1, 3.5.1.2,,
and 3.5.1.3.?

A1.3.12. Are CINC/ServicelAgencies reviewing lower level AT/FP Programs at least once every three years?
(AFI 31-210, para3.6.1.)

A1.3.13. Arethe Vulnerability assessments conducted to meet the requirements contained in AFI 31-2107?
(AFI 31-210, para3.6.1.1.)

A1.3.14. Hasingdlation commander aong with AFOSI prepared aloca threat assessment plan to include a
threat assessment of terrorism use of weapons of mass destruction? (AFI 31-210, para3.9.3.)

A1.3.15. Hasingalation commander established working groups to address the threat and advise on AT/FP
programs and does the working group consist of members outlined in AFI 31-210, paragraph 3.10.3.? (AF
31-210, para3.10.3.)

A1.3.16. Have procedures been established for the immediate dissemination of threat changesto dl personne
and supporting law enforcement agencies? (AFI 31-210, para 3.10.5.)

A1.3.17. Have THREATCON measures outlined in AFI 31-210 paragraph 3.11., 3.12., and 3.13., been
developed, coordinated, and complied with? (AFI 31-210, para 3.11., 3.12., 3.13.)

A1.3.18. Have commandersat dl levels developed and implemented a Physical Security and Force Protection
Plan that includes al measures outlined in AFI 31-210, paragraph 3.15. through 3.15.4? (AF 31-210, para
3.15 through 3.15.4.)

A1.3.19. Have copiesof dl plans deding with AT/FP been forwarded to the ingalation AT/FP Officer? (AF
31-210, para3.15.5.)

A1.3.20. Havetraining and exercises been conducted IAW AT/FP plansto include all THREATCON
measures, evacuation/notification plans and procedures, terrorist use of wegpons of mass destruction (WMD),
and other key areas outlined in their ingtalation's security plans at least semi-annualy? (AF 31-210, para
3.16.1.)

A13.21. Hasinddlation commander, in coordination with the ingtalation Threat Working Group or Force
Protection Working Group reviewed the local THREATCON measures at least semi-annualy? (AFI 31-210,
para3.17.2.)

A13.22. Haveingdlation commander (if assigned to negligible or low threat area) evauated the need to
conduct assessments of off-ingalation housing areas. Ingalation commanders will use the process outlined in
paragraph 3.14.2 to ensure proper assessment of off-installation housing, if deemed necessary? AF 31-210,
para3.19.3.)

A1.3.23. Has CINC/Service/Agencies established AT/FP guidelines for new construction to counter-terrorism
threat capabilities within the AOR? (AFI 31-210, para 3.20)

A1.3.24. Have commanders developed aprioritized list of AT/FP factorsfor Ste selection teams and isthe
criteria being used to determineif facilities ether currently occupied or under construction for occupancy by
DoD personnel, can adequately protect occupants againgt terrorism attack? (AFI 31-210, para 2.21.)
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A13.25. Hasingdlation commander developed a prioritized list of AT/FP factors based on the current threst
for dte sdlection teams for determining suitability for use by DoD personnel and has OSl, Medicd, Intelligence,
Security Forces, and Civil Engineers provide input into this process? (AFI 31-210, para 3.21.2.)

A1.3.26. Has CINC/Service/Agencies conducted a pre-deployment AT/FP vulnerability assessment for al
units prior to deployment? (AF 31-210, para 3.22)

A1.3.27. Have commandersimplemented AT/FP measures that reduce risks before, during and after
deployment and were the standards implemented in atimely manner?

(AFI 31-210, para 3.22.1.)

A1.3.28. Did the assessment include amedica member qudified to evauate the safety, and vulnerability of
local food and water sources, perform an epidemiological rid assessment, evaluate loca medica capabilities,
perform a vector/pest risk assessment, determine adequacy of hygiene of locd billeting and public facilities, and
perform and environmenta risk assessment to provide the necessary background data for sizing the force
protection package? (AFI 31-210, para3.22.2.)

A1.3.29. Has CINC/Services/Agencies ensured each ingtdlation has a AT/FP Officer/NCO or equivaent
assigned, responsible to the commander for AT/FP requirements? (AFI 31-210, para 3.23.)

A1.3.30. Hasingdlation commander appointed in writing an AT/FP Officer/NCO and dternate to serve asthe
ingtallation commander’s primary advisor and have both received formal education at an gpproved Levd |1
course. If commander has exempted them from Level 11 training, isit in writing? (AFl 31-210, para 2.23.4.)
A1.3.31. Do AT/FP Officers/NCOs have publications outlined in attachment 1? (AFI 31-210, para
2.234.1)

A1.3.32. Has CINC/ServicesAgencies ensured al personnd assigned receive the appropriate training for
individua antiterrorism awareness prior to deploying or traveling outside the United States, its territories and
possessions and are the individuas records updated in accordance with the DoD Component policy? (AFI 31-
210, para3.24.)

A1.3.33. Havedl AF personne deploying, PCSing, on leave, or traveling outside of the continental US
received Levd | training? (AFl 31-210, para 3.24.7.)

A1.3.34. Hasingdlation commander developed procedures to ensure dl military and civilian personnel
traveling overseas TDY,, PCS, or on leave, including family members and DoD contract personne on officia
travel, receive Leve | Antiterrorism Awareness Training and is it documented? (AF 31-210, prar 2.24.8.1.)
A1.3.35. Are unit training monitors documenting force protection training being conducted?

(AFI 31-210, para3.24.8.4.)

A1.3.36. Are MAJCOM/SFsproviding Leve Il training to squadron commanders during MAJCOM
squadron commander orientation seminars? (AFl 31-210, para 3.24.10.)

A1.3.37. Are Combatant Commanders ensuring al DoD personnel entering their AOR have been provided
country-specific information on AT/FP? (AFI 31-210, para 3.25.)

A1.3.38. Are Combatant Commanders ensuring that personnel assigned to high risk billets and high risk to
terrorist attacks receive appropriate AT/FP training prior to assuming duties?

(AFI 31-210, para 3.26.)

A1.3.39. Areitineraries and travel itineraries marked For Officid Use Only and Confidentid when officids
travel to high-threat areas? (AFI 31-210, para 3.26.4)

A1.3.40. Have commanders ensured that DoD personnd and dependents assigned to Medium and High
Threat locations have been given guidance, a least annually on appropriate conduct in the event they are taken
hostage or kidnapped? (AFI 31-210, para3.27.)

A1.341. Hasingdlation commander prepared ingallation-wide terrorism incident response plans? (AFI 31-
210, para3.28.)
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A1.3.42. Do Terrorism Incident Response Plans contain resdentid location information for al DoD personnel
and their dependents assigned to Medium, High or Criticad Terrorism Threet Level areas and do they provide a
way to notify personne of changes to the terrorist threat impacting persond security and security arrangements
to protect personnd living on the civilian economy? (AFI 31-210, para 3.29., 3.29.1.)

A1.3.43. Have CINCgServices/Agencies devel oped estimates for potential terrorist use of Wegpons of Mass
Dedtruction (WMD) intheir AORS? (AFI 31-210, para 3.31.)

A1.3.44. Hasingdlation commander incorporated threat information regarding terrorist use of wegpons of
mass destruction into their ingtallation’ s threat assessment plan? (AF 31-210, para 3.31.1.)

A1.3.45. Has commander assessed the vulnerability of ingtalations, facilities, and personnel within their AOR
to terrorist use of WMD? (AFI 31-210, para 3.32.)

A1.3.46. Hasingallation commander ensured potentid terrorist use of WMD is part of their vulnerability
assessment in accordance with Standard 14 of thisingtruction, developed with supporting base agencies, such
as civil engineering, readiness, medicd, etc.? (AF 31-210, para3.32.1.)

A1.3.47. Hasingalation commander ensured al AT/FP plans cross-reference or include disaster response
force procedures contained in Disaster Preparedness Operations Plan 32-1? (AFI 31-210, para 3.33.2.)
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Attachment 2
*UNIT SELF INSPECTION CHECKLIST

A2.1. THE AIR FORCE PHYSICAL SECURITY PROGRAM (AFI 31-101)

A2.1.1. Conceptsand Compliance

A2.1.2. Isthe status of open redtricted areawork orders and projects discussed (and documented) at 1SC
meetings? (Para 1.13.1.5. PACAF Sup 1)

A2.1.3. Hasan ISP been published (required for bases that routinely support priority resources) and approved
by the ingtdlation commander? (NOTE: The ingtallation resource protection plan and other related operation
plans may be combined with the ISP) (Para 1.16.1.1)

A2.1.4. Are detachment, and off-base communications Ste THREATCON response information listed in the
host base or main operating base ISP? (Para1.16.1.2. PACAF Sup 1)

A2.15. Haseach ingalation or Site possessing or supporting priority resources devel oped a security education
and motivation program? (NOTE: Performed through detection exercisesin restricted areas and the results
briefed to the ISC). (Para1.21.1 (Added) PACAF Sup )

A2.1.6. At aminimum, has a Security Program Exercise (requiring participation by other base agencies) been
conducted within the last Sx months? (Para 1.23)

A2.1.7. For unitsthat conduct FoF training during local exercises, higher headquarters inspections, and JCS
exercise FOAL EAGLE, thefollowing rules apply: (Para1.24.1. PACAF Sup I)

A2.1.7.1. Hasthe unit developed alocd training plan that outlines, as aminimum, training objectives, CSH
gpproved scenarios, rules of engagement, exercise control, evauation and critique procedures and safety rules.
Training ads mugt include an engagement smulation system and appropriate blank and pyrotechnic training
munitions. (Para1.24.1.1. (Added) PACAF Sup 1)

A2.1.7.2. Did the unit conduct FoF training within areas containing priority A or B resources? Not
authorized. (Para1.24.1.2. (Added) PACAF Sup I)

A2.2. RESTRICTED AREA CIRCULATION CONTROL PROCEDURES (AFI 31-101)

A2.2.1. Hastheingalation commander designated restricted area coordinating officids (by postion) in the
1S1? (Para5.2.1.2)

A22.2. Isthe Air Force Form 2586, “Unescorted Entry Authorization Certificate,” used to document,
coordinate, and approve unescorted entry authority? (Para5.2)

A2.2.3. Areonly people assgned to the badge-issuing activity and gppointed in writing by the ingdlation Chief,
Security Forces authorized to issue restricted area badges? (Para 5.3.1.2)

A2.2.4. Does the restricted area badge-issuing official comply with the restricted area badge inventory
procedures listed below? (Para5.3.5)

A224.1. Each badgeisinventoried by serid number and the sender advised of discrepancies.

A224.2. Each series of the badge islogged on separate copies of Air Force Form 335, “Issuance Record
Accountability Identification Card”.

A2.2.4.3. Each badge serid number is entered in Column A and the local badge number, if used, is entered in
Column D (re-titled “loca badge number”).

A2.244. Attach AF Form 213, “Recept for Accountable Form,” aong with reports of investigations for lost
badges, and certificates of destruction. To record destruction use aletter or Air Force genera purpose form.
Record the following information: badge number destroyed, date of destruction, and signature of an authorized
officid. NOTE: Asaminimum, secure automated badge making materids (card stock and specidly marked
laminates) in alocked sted cabinet.
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A2245. Theingalation CSF appoint acommissioned officer or senior NCO to audit dl in-stock restricted
area badges annually. (Para’5.3.7.1) NOTE: Theissuing officid must inventory in-stock badges before a
new officid takes charge. During an audit or inventory, use AF Form 335 to account for issued badges.
A2.25. Arerestricted area badges produced according to the below listed requirements? (Para 5.3.1.3)
A2.25.1. “Grade’ onthe badge carrier; OFF (officer), ENL (enlisted), CIV (civilian), OSl (AFOSI specia
agents), ART-OFF (Air Reserve technician officer), or ART-ENL (Air Reserve technician enlisted).
A225.2. Last sx numbers of the bearer’s socia security number (SSN) entered in the block marked “ SSN”.
A2.2.5.3. Unused numbers on the badge are blocked out to show specific redtricted areas on the ingtallation
where the bearer may not enter unescorted.

A2.25.4. The badgeis marked with alocaly devised code festure before lamination.

A2.255. If the bearer serves as adesignated escort officia, acapita letter “E” is ssamped or typed to the right
of the numbers 1 to 10 or to the left of numbers 11 to 20 to show the restricted area where the bearer may
perform escort officia duties.

A2.2.6. Does the badge-issuing office receive al personnd departure notices and establish a suspense system
for departing personnel’ s badges and copies of AF Form 25867 (Para5.3.9.2)

A2.2.7. If used, are temporary restricted area badge systems set up to comply with the guiddines listed below?
(Para5.5.1)

A22.7.1. Usediginctly marked RABs (AF Form 1199) to identify people having temporary unescorted
entry.

A2.2.7.2. Require postive identification at entry control points.

A2.2.7.3. Thetemporary badge never leavesthe restricted area.

A2.2.7.4. Peopleissued badges have no disqualifying records under the industria, personnel, or information
Security programs.

A2.2.8. Doesthe unit use atemporary badge as a 1-day subgtitute for lost or forgotten badges? NOT
AUTHORIZED (Para5.5.1.3. NOTE)

A2.2.9. Doesthe unit fabricate or create homemade badge systems? NOT AUTHORIZED (Para5.5.2)
A2.2.10. Aredesignated escort officiastrained and certified? (Para5.11.2)

A2.2.10.1. Areescort officias recertified annualy and when significant changes occur in visitor escort
procedures? (Para5.11.2)

A2.2.11. Do EALscontain theinformation listed below? (Para 5.12.2)

A2211.1. Name, rank, and last Six numbers of the SSN.

A22.11.2. Organization.

A2.2.11.3. Badge number.

A2.2.11.4. Clearance status.

A2.2115. Datesof vidts (if gpplicable).

A2.2.11.6. Expiration date.

A22.12. Isone of the approved support techniques listed below used with restricted area badges to control
areaentry? (Para5.8.1-4)

A2.2.12.1. Personal Recognition. Use persond recognition after the EC initidly verifiesthe individud’s
authority to enter the restricted area.

A2.2.12.2. Checking Signaturesand Credentials. Ask the bearer to produce a persond identification
credentid (DD Form 2, “U. S. Armed Forces Identification Card,” for instance) with a picture or signature.
Compare this with data on the restricted area badge.

A2.2.12.3. Entry Authority Ligs. Inddlations (Para5.12)

A22123.1. Maintainthislist asacomputer product, card file, Air Force Form 2586 file, message, or |etter.
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A2212.3.2. Useaforma procedure for authenticating and distributing EA L s through a security-force
supervisor.

A2.2.12.4. Verify entry authority by telephone or radio.

A22.124.1. Designated unit dispatching agencies or smilar authorities notify CSC when a person needs to
enter an area.

A22.12.4.2. Security controllers verify they received the natification and inform the area EC of the impending
entry.

A2.2.12.5. Sign and Countersign.

A22.125.1. Edablish asign tha personnd must give in order to pass through an areain reply to another sign.
Use these Signs and countersigns to facilitate entry into restricted and close-in areas during dert force launches
and emergencies.

A2.2.13. Hasthe ISC developed procedures to ensure locally determined sensitive operations are not
photographed or recorded? Have procedures been coordinated with the local PA office? (Para5.17 (Added),
PACAF Sup )

A2.2.14. Duringincreased THREATCON CHARLIE or DELTA, are affected PACAF SF armed with the
M203 and MK 19 in accordance with locd air base defense plans? (Para6.8.3.4. PACAF Sup 1)

A2.2.15. Doestheunit alow 40mm HEDP, NSN 1310-00-992-0451, B546 (M-203), and NSN 1310-01-
159-8043, B542 (MK-19), to be stored in the security force armory? NOTE: Thisiscdassfied asCD 1.1
munitionsand isNOT AUTHORIZED. (Para6.8.3.4.1. PACAF Sup 1)

A22.15.1. Isthe40mm HEDP ammunition issued during ingpections or exercises? NOT AUTHORIZED?
However, can the unit demondtrate the cagpability to employ the ammo as the situation dictates? (Para
6.8.3.4.2. PACAF Sup 1)

A22.15.2. Are procedures established for the storage, transfer, handling, and accountability of 40mm ammo,
in the unit operating indructions? (Para 6.8.3.4.3. PACAF Sup I)

A23. PHYSICAL SECURITY PROGRAM FACILITIES (AFI 31-101)

A2.3.1. HasthelSC designated the law enforcement desk as CSC in the ISP, IS, or ISC minutes? (All
PACAF ingdlations currently have this option.) (Para7.2.1)

A2.3.2. Does CSC or acombined CSC/LED meset the following requirements? (Para7.2.1)

A2.3.2.1. Designated a controlled area.

A2.3.2.2. Designed and equipped asfollows. (Para7.2.1.1. - 7.2.1.10(Added))

A23.2.2.1. Suitable ventilation or air conditioning?

A2.3.2.2.2. doorsthat lock when not in use and a cipher lock or level 1 advanced AECS on the main entry
door?

A23223. A oneway glass pand, CCTV, or smilar viewing device set in the main door to identify people
requesting entry who don’t have the cipher code?

A23224. Anauxiliary power unit or dternate source of eectrical power (independent of the normd base
power system) for operating essentid lights, communication, and aarm equipment during emergencies?
A2.3.2.3. Annunciator pand and remote annunciator IDS display.

A2.3.24. Maintermina for the LMR base station and landline system.

A23.25. Direct line communications between the security force controller and the person requesting entry and
land-line communication with each fixed, permanent, static sentry post, command post, control tower, law
enforcement desk (LED), fire department, subordinate C3 facilities, flight line job control, and munitions control.
A2.3.2.6. Support rooms, including an office for the on-duty element leader and element sergeant, security
force break room and a covered area or room for guardmount.
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A23.3. Are sentry shdtersfor dl norma security fixed posts equipped with heet, light, and ventilation? (Para
7.2.6)

A2.34. Doesthe unit use specid purpose lighting to support restricted areas containing priority resources
during normal/contingency operations to compensate for inadequate or inoperative boundary, area or entry-
point lighting? (Para 7.9.4)

A2.3.5. Have units established an dternate CSC? (Para7.2.2)

A23.6. Do dl ingdlations equipped with detection-enhancement devices (therma imagers, Sarlight scopes,
etc), have a concept of operations for employment of this equipment and are the security forces trained on their
use? (Para7.10. PACAF Sup 1)

A2.3.7. Areredricted area signs posted along restricted area boundary at distances not exceeding 100 feet?
(Para7.11)

A2.3.8. Doestheingallation usethe AFVA 31-101 or appropriate MAJCOM visud-ad restricted area Signs,
mounted on metal backings? Are sSgnstrandated into the host-nation language in aforeign country or in areas
where languages other than English predominate? (Para7.11.1.1)

A2.3.9. If required, are host nation governing laws placed on the trandated restricted area sign (stand-alone or
combined with U.S.C. wording)? (Para7.11.1.1. PACAF Sup |)

A2.3.10. Are security forcestrained to start emergency power sources, when and where applicable? (Para
7.14)

A2.3.11. Isthere automatic switch over to dternate power in permanent restricted areas containing priority ‘A’
and ‘B’ resources? (Para7.14. PACAF Sup 1)

A2.3.12. Are generator rooms secured with a Type 1 lock attached to a compatible hasp? (Para7.14.1.
PACAF Sup )

A2.3.13. Areal openings which pass through or under the boundary barrier, such as drainage culverts, having
across-sectiond area greater than 96 square inches and a smallest dimension greater than 6.4 inches secured to
form obstacles to unauthorized entry equivaent to the fence itself? Use welded sted grating, grills, manhole
covers, or Smilar devices. (Para7.15. PACAF Sup 1)

A2.3.14. Hasthe CSF established a key and lock control program for al security forces controlled locks?
(Para7.15.1. PACAF Sup 1)

A2.3.15. Do owner/user personnel inspect restricted areas when security forces are not assigned? (Para7.16)
A2.3.16. Arethe security forcesingpecting the exterior of al structures, fences, and gates for areas containing
Priority ‘A’ and ‘B’ resources once every eight hours for signs of tampering, deterioration, and inoperative
equipment? Every 24 hoursfor Priority ‘C' resources? (Para7.16.4 (Added) PACAF Sup 1)

A24. INTRUSION DETECTION SYSTEMS (IDS) (AFI 31-101)

A24.1. Forthoseingdlations usng the Hightline Security Enhancement Program (FSEP), are procedures
developed to safeguard FSEP videotapes following flightline events (e.g. aircraft mishaps, security incidents, etc)
until investigators examine them? (Para 8.36.1. PACAF Sup I)

A25. STANDARD FOR COMMAND, CONTROL, COMMUNICATIONS, AND COMPUTER
(C4) SYSTEM S (AFI 31-101)

A25.1. Aredl PACAF CA4 facilities currently assigned a security priority, afforded the appropriate security
protection? (Para9.2)

A25.2. In addition to security requirements outlined in AFI 31-101 for al priority resources, are al off- base
CA facilities afforded the following additiona safeguards? (Para9.3.1.1)

A25.21. Wadlshuilt of “subgtantia” materid.
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A2.5.2.2. 16-gauge sheet cover for externa doors (secured to prevent easy removal).

A2.5.2.3. Peened or welded door hinges.

A25.24. Bar and screen (chain-link or expanded 9 gauge or higher gauge metal) protection for externd
windows, vents and other openings.

A25.25. For off-base priority ‘C’ facilities, asubstantial boundary barrier. [NOTE: The AF god isType A
fencing ]

A25.3. Hasthe |SC determined fencing requirements? (Para 9.3.1.2. PACAF Sup I)

A254. Areredricted area sgns placed adong the boundary IAW Chapter 7? If boundary fencing is not
ingdled, are Sgns placed on the outer facility walls a intervas meeting the requirements of thisingdruction? Are
sgnsdisplayed a each entry to the facility? (Para9.3.1.2. PACAF Sup 1)

A255. Arethefollowing items located at the C4 priority resource facilities locked or darmed? (Para 9.3.3.1)
A255.1. Manhole covers.

A255.2. Cablevaults,

A25.5.3. Junction boxes.

A2554. Water and fud filler pipes that provide entry to utilities and cable routes serving facilities secured
under this indruction.

A2555. Facilities housing dternate power sources.

A25.6. Hasthe unit incorporated security plans for C4 facilities and Stes in the ingtdlation security plan?
(NOTE: When anon-USAF host agency supports asite or facility, incorporate security plansin gppropriate
agreements with hogt-nation civil or military agency.) (Para 9.5 and PACAF Sup 1)

A25.7. For remote communications stes where SF forces are not assigned, does the main operating/support
base perform the below listed functions? (Para 9.5. PACAF Sup 1)

A25.7.1. Exercise gaff supervison for security related matters.

A25.7.2. Plan Site day-to-day and expanded security operations.

A25.7.3. 1SC reviews the adequacy of Site security and initiates corrective actions, as required.

A25.8. Are sitewegpons and ammunition secured IAW AFl 31-209? (Para9.5.3. PACAF Sup 1)

A25.9. Arehost nation response force procedures included in the main operating/support base ISP or ISR?
(Para9.5.5. PACAF Sup I)

A25.10. Do stes use the security reporting and derting system IAW AFI 31-1017? (Para 9.5.6. PACAF Sup
1)

A25.11. HastheISC determined the necessity for Site augmentor forces? (Para9.5.7. PACAF Sup 1)
A25.12. At sitesnot occupied by US security forces, are Site personnel (including DoD contractors) cognizant
of, and cgpable of implementing the security reporting and derting system and Site defense procedures? (Para
9.5.7. PACAFSupl)

A2.6. STANDARD FOR PRIORITY B AIRCRAFT (AFI 31-101)

A26.1. Arethearcraft listed below protected as Priority ‘B’ resources? (Para13.2)

A26.1.1. Alert (conventiond) fighter, reconnaissance, air support, and air refueling aircraft.

A2.6.1.2. F-117A arcraft when away from home stations.

A2.6.1.3. All airborne warning and control system (AWACY) aircraft.

A26.1.4. U-2R arcraft? (EXCEPTION): Those stationed in CONUS, Alaska, and Hawaii.

A26.1.5. Aircraft outsde CONUS, Alaska, Hawaii; CINCPACOM, TACAMO aircraft when preflight and
maintenance ready, and non-dert E-4.

A2.6.1.6. RC-135s.
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A2.6.1.7. Any arcraft permanently or temporarily Sengtive Compartmented Information (SCI) configured and
C-130s permanently configured for airborne reconnai ssance missions or carrying palets (COMFY LEVI and
SENIOR Scout), vans, or containers for SCI operations.

A2.6.1.8. Alert COMPASS CALL aircraft, and B2 Bombers.

A26.2. Isjoint regulation AR 190-16/AFJl 31-102/OPNAVINST 55-30.15/MCO 5500.13/ DLAR 5710.4
used to implement aircraft security requirements for locations controlled by other military services? (Para 13.7)
A2.6.3. Arethefollowing security proceduresimplemented for SCI arcraft? (Para 13.8.2)

A2.6.3.1. All hatches secured to prevent undetected entry to the aircraft.

A2.6.3.2. Hatchesthat cannot be locked secured with numbered sedls.

A2.6.3.3. The maintenance supervisor or aircrew ingtalls seds and provides seal numbers to the security force.
A2.6.3.4. The security force periodically checksthe sedls.

A2.6.3.5. SCI misson aircraft accredited as airborne special compartmented information facilities (SCIF) are
locked and sedled when unattended. Personnel locking and sedling, or opening accredited arcraft have
authorized SCI access. EALSs provided for accredited SCIF mission aircraft when parked in restricted aress.
SCI mission aircraft without airborne SCIF accreditation only require an EAL when parked in temporary
restricted areas.

A26.3.6. Theaircraft commander or maintenance supervisor provides the security force with the EAL for
authentication.

A2.7. STANDARD FOR PRIORITY C AIRCRAFT (AFI 31-101)

A2.7.1. Arethearcraft listed below protected as Priority ‘C’ resources? (Para14.2)

A2.7.1.1. Non-dert ar support, fighter, air refueling, and F-117A aircraft when at home station.

A27.1.2. UZR arcraft in CONUS, Alaska, and Hawaii.

A2.7.1.3. Non-alert PACCS, TACAMO, and EC-135 aircraft.

A2.7.1.4. Airlift (C-5A, C-17, C-130, C-141, etc) and Civil Reserve air fleet aircraft.

A2.7.1.5. SOF arcraft that aren't configured as specia-mission aircraft during COMFY LEVI and SENIOR
SCOUT missons.

A2.7.1.6. Alert helicoptersthat specificaly support NAOC operations.

A2.7.1.7. Non-adert bomber aircraft (except B-2s) and bomber aircraft that support conventional combat
operations.

A2.7.1.8. RC-135 aircraft, unless SCI-configured.

A2.7.1.9. HC-130 rescue aircraft.

A2.7.1.10. CINCPACOM'’saircraft in Hawalii, Alaska, and Guam.

A2.7.2. Unless otherwise directed by HQ PACAF/SF, are AMC civilian-contracted aircraft protected IAW
resource protection standards? (Para14.2, PACAF Sup 1)

A2.7.3. Hasthe ISC determined supporting force responsibilities? (Para14.4.2. PACAF Sup I)

A2.74. Aretrandent aircraft parked in existing restricted areas? [Para 14.4.4 (Added) PACAF Sup ]
A2.7.5. If trangent aircraft can’'t be parked in existing restricted areas, are they parked in the most secure area,
provided random patrol coverage as determined by the ISC, and protected by physical security aids IAW
Chapter 7, AFI 31-101? (Para14.4.4 (Added) PACAF Sup )

A28. THE AIR FORCE RESOURCE PROTECTION PROGRAM (RPP) (AFI 31-209)
A28.1 Doesthe Chief of Security Forces (CSF) supervise the RPP by (Para 1.9.1):
A28.1.1. Conducting program reviews and technical surveys?

A28.1.2. Publishing directives and developing plans?
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A2.8.1.3. Coordinating RPP-related construction projects and contracts?

A2.8.1.4. Monitoring training of ingalation RPP foca points?

A2.8.2. Doesthe Chief of Security Forces (CSF) manage the RPP by (Para 1.9.3):

A28.2.1. Recording Resource Protection Executive Committee (RPEC) meeting minutes?

A2.8.2.2. Accomplishing program review reports?

A2.8.2.3. Controlling program waivers and exceptions?

A2.8.3. Doesthe RPEC meset at least once ayear? (Para1.11)

A2.84. Hastheindalation commander selected RPEC committee members from mgor functiona aress, to
include representatives from tenant organizations? (Para 1.11)

A285. If gppointed by chairperson, do RPEC working groups accomplish the following? (Para1.12)
A2.85.1. Identify misson-essentia resources.

A2.85.2. Determine ingtallation threat and draft appropriate protective standards.

A2.85.3. Test program effectiveness.

A2.8.6. Haveingdlation leaders and planners trandated basic RPP requirements into loca implementation
procedures? (Para2.1.2)

A2.8.7. Does the security forces RPP Manager coordinate initial and follow-up program reviews? (Para 2.2)
A2.8.8. Have RPP teams conducted an initid detailed survey of the ingtdlation to assess protection
requirements? (Para2.2.1)

A2.8.9. Were security forces, civil engineering and communications representatives part of RPP [nitial Program
Review teams? (Para2.2.1)

A2.8.10. Do program review reports contain the following? (Para2.2.3)

A2.8.10.1. Methods for indoctrinating personnel on circulation control procedures.

A2.8.10.2. An assessment of education and motivation programs.

A2.8.10.3. Anassessment of physica protection for facilities and equipment.

A2.8.11. Doesthe IRPP or security plan prescribe frequency for anti-robbery tests for alarmed facilities not
covered by regulation? (Para2.3. PACAF Sup )

A2.8.12. Hastheingallation commander established a Crime Stop program? (Para2.4.1)

A2.8.13. Doesthelaw enforcement desk have atelephone line for reporting crimes in-progress from both on
and off base? (Para2.4.2) [NOTE: Ingdlationswith on-line accessto loca 911 Emergency Reporting
Systems may choose to use that system as their Crime Stop hot line]

A28.14. Isfidd interview data provided to the security forces investigations branch? (Para 2.4.4)

A2.8.15. Hastheingdlation commander established entry and internal controls to deter unauthorized people
from entering an inddlaion? (Para2.5)

A2.8.16. Doesthe IRPP or security plan outline unique entry procedures for contingency operations? (Para
2.5)

A2.8.17. Have thefollowing minimum ingalation controls been established? (Para 2.5.2)

A2.8.17.1. Fencetheingdlation perimeter, as determined by the RPEC.

A2.8.17.2. Operate only the minimum number of perimeter gates required for operationd requirements.
A2.8.17.3. Locate warning Sgnson the:

A2.8.17.3.1. Inddlation entrances.

A2.8.17.3.2. Ingdlation perimeter.

A2.8.17.3.3. Controlled area boundaries and entrances (exclude camouflaged tactical aress).

A28.18. Hastheingdlation commander and RPEC approved ingtdlation gate closure devices? (Para2.5.7)
A2.8.19. Have security forces planners devel oped specific procedures for using gate closure devices? (Para
2.5.7)
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A2.8.20. Non-U.S. Located Bases: Do plansfor USAF intervention during civil disturbances and relief
assstance efforts comply with host-nation, bilateral agreements, and internationa pacts? (Para2.7.1)
A2.8.21. Non-U.S. Located Bases. Do loca plans address provisons for host nation civil or military
assistance during civil disturbances and other situations posing athreat to USAF resources? (Para2.7.1)

A29. EQUIPMENT AND FACILITIES (AFI 31-209) (RPP)

A2.9.1. IsDoD 5100.76-M and AFM 31-224, Resource Protection/Security, Facilities, and Equipment used
to determine AA& E fence and lighting criteria? (Para 3.2)

A29.2. Hasthe RPEC identified facility back-up power requirementsto the base civil engineer? (Para 3.3)
A2.9.3. Do resource protection planners use AF TO 31S9-4-1-111, Selection and Application of Joint
Services Interior Intrusion Detection System (JSIIDS), to decide which components are best for a particular
goplication? (Para3.4)

A29.4. Hasthe RPEC established a plan for replacing IDE (normd life cycle of 10 years)? (Para3.4.4)
A295. Isthelocd civil engineer consulted when designing or modifying IDE? (Para 3.4.5)

A29.6. Doesthelocd communications unit provide and maintain | DE telephone line support? (Para 3.4.5)
A29.7. Doesthe IDE owner/user conduct quarterly tessof dl IDE darms with the darm monitor? (Para
3.4.6)

A29.8. Isthe AF Form 2530, Alarm System Test Record, used to record IDE tests? (Para 3.4.6)

A29.9. Are ARFVA 125-20 signs posted at entry control points of large facilities/areas containing numerous
IDE, e.g., nonnuclear munition storage areas (NMSA)? (Para 3.4.7)

A29.10. Do usersof IDE follow procedures (Para 3.4.8)?

A29.10.1. Are Control Units (loca intelligence unit) for JSIIDS, Integrated Commercia Intruson Detection
System (ICIDS), Commercid Interior Intrusion Detection System (CIIDS), or any localy procured system kept
indde alarmed areas? (Para3.4.9)

A29.10.2. Do IDE users maintain alog of nuisance and false darm for a90-day period? (Para3.4.12)

A2.10. CONTROLLED AREAS (AFI 31-209) (RPP)

A2.10.1. Are controlled areas limited to areas requiring additiona protective measures beyond the ingdlation’s
required positive circulation controls? (Para4.1.1)

A2.10.2. Hastheingdalation commander implemented entry control measures for storage areas containing
mission-essential resources not covered by AFPD 31-1; such as warehouses storing aircraft or weapon systems
pare parts, and areas where personnd process large volumes of classified materid? (Para4.1.2)

A2.10.3. Doesthe base use a controlled area designation as a substitute for positive control within an area? --
NOT AUTHORIZED. (Para4.1.3)

A2.10.4. Hasthe RPEC determined if a controlled area badge system is essentid for personnd entry and
circulation control? (Para4.2.3)

A2.10.5. Havelocal procedures been established if the RPEC mandates employing controlled area badges?
(Para4.2.3)

A2.10.6. Doesthe owner/user oversee the controlled area badge system? (Para4.2.3)

A2.10.7. With the exception of the following guidance, are proceduresin AFI 31-101, The Air Force Physica
Security Program, used if the RPEC decides to use the AF Form 1199 for controlled area entry and circulation
control? (Para4.2.3)

A2.10.7.1. Waive the security clearance requirement for escorted officias (if this requirement exists).
A2.10.7.2. Do not impose a security clearance requirement for controlled areas unless otherwise directed by
the responsible activity.
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A2.10.7.3. Condder using adifferent series of the AF Form 1199 than the one used for restricted areas on the
ingdlation.

A2.10.8. Doestheingdlation commander or designee inform contractors (in writing) of free zone procedures?
(Para4.4.1)

A2.11. PROTECTION OF ARMS, AMMUNITION, AND EXPLOSIVES (AA&E) (AFI 31-209)
A2.11.1. Areingalation firearms protected by IDE? (Para5.2.1)

A2.11.2. Inaddition to the standardsin DoD 5100.76-M, are the following mandatory standards complied
with? (Para5.2.1)

A2.11.2.1. AA&E facilities equipped with duress alarms unless weapons are Sored in arestricted area
containing Priority A resources. [NOTE: Theingallation commander reviews Situations on a case-by-case
basis to determine whether facilities require duress darms]

A211.2.2. AF Form 1473, Gun and Equipment Room Inventory, used to document inventories.

A2.11.2.3. Wegpons physicaly inventoried when opening the facility.

A211.24. AA&E facilities staffed 24 hours per day and those frequently opened for shift change inventoried
every time custody changes.

A2.11.3. Have commanders designated, in writing, which people having unescorted entry to AA& E facilities?
(Para5.5)

A2.11.4. Havelocd procedures been developed for emergency entry into firearm storage facilities? (Para
55.1)

A2115. Arefirearms storage facilities equipped with emergency lighting for the interior, entrances, and issue
windows? (Para5.6)

A2.11.6. Hastheingalation commander determined (case-by-case review) which firearm storage facilities
require emergency power and lighting? (Para5.6.1)

A2.11.7. Areclassfied munitions protected IAW DoD 5100.76-M. or DoD 5200.1-R, Information Security
Regulation, or AFI 31-401, Information Security Program Management. [NOTE: Usethe standard that is
mogt stringent.] (Para5.7.1)

A2.11.8. Do munitions personnd notify the ingtdlation chief of security forces (ICSF) when munitions and
explogve levels change or dter the NMSAsrisk category? (Para5.7.2)

A2.11.9. Do NMSA owner/user personnd inform the security forces when they relinquish area security at the
end of the duty day? (Para5.7.3)

A2.11.10. Do NMSA owner/user personnel inform the security forces of munitions level changes and locations
at the end of the duty day? (Para5.7.3)

A2.11.11. Doesthe RPEC establish protection standards for minimum operationa levels of certain munitions
(dgnd flares, gtarter cartridges, etc.) that pose no hazard in smadl quantities? [NOTE: These munitions should
be stored IAW safety criteriaand must not exceed the operationd level of a5-day peacetime supply.] (Para
5.8)

A2.11.12. (AFRESand ANG unitsonly) Are Air Nationd Guard and Air Force Reserve units permitted to
store Category | risk items?--NOT AUTHORIZED. [Exception: Fadlitieslocated on military inddlations
with armed guard response capability.] (Para5.9.1)

A2.11.13. Areaircraft gunsand pod (when removed) stored in the gun shop or other building with alockable
door and stedl bars or equivalent barriers over windows and other openings? (Para 5.10.2)

A2.11.14. AreDaoD 5100.76-M guiddines used to determine AA& E lock specifications? (Para5.10.2)
A2.11.15. Isat least one of the procedures listed below used if the RPEC determines indoor secure storage of
wegpons larger than .50 cdiber isineffective? (Para’5.10.3)
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A2.11.15.1. Store weagpons within arestricted or controlled area that has an entry controller.

A2.11.15.2. Ensure the using agency assgns a person to continuoudy monitor the weapons—person must be
knowledgeable and capable to sound an darm.

A2.11.15.3. Inform the security forces of wegpons location so they can perform periodic checks.

A2.11.16. Arekeysto AA&E storage facilities, rooms, and intrusion detection systems maintained IAW DoD
5100.76-M? (Para’5.12)

A2.12. PROTECTING FUNDSAND OTHER RESOURCES (AFI 31-209) (RPP)

A2.12.1. Arecudodiansfor Defense Commissary Agency (DeCA); Morde, Welfare, Recreation, and
Services (MWRYS); and AAFES facilities aware their facilities must be protected IAW their manuals (protection
standards must be equal to those found in AFI 31-209, Chapter 8)? (Para8.1.1)

A2.12.2. Are pogt officeslocated on basesin CONUS or in United States possessions encouraged to follow
AFl 31-209? (Para8.1.2)

A2.12.3. Do Air Force pogt offices operated by the Base Information Transfer Center follow guidance in AFI
31-209? (Para8.1.2)

A2.12.4. Do dl AF personnd who control appropriated, nonappropriated, and other government funds or
negotiable instruments follow guiddines established in AFI 31-209? (Para 8.1.3)

A2.125. Areticketsheld for resde aa MWRS and AAFES facilities provided the same level of protection as
the resdlable merchandise? (Para8.1.3)

A2.12.6. Do ticket vaues held for resale effect totd funds storage limitations? NOT REQUIRED (Para
8.1.3)

A2.12.7. Hasthe RPEC determined controlled area status for facilities protecting funds or resources with a
total value of lessthan $100,000? (Para 8.1.5)

A2.12.8. Arefunds, precious metds, jewds, or other high vaue items stored in containers holding classified
materid? -- NOT AUTHORIZED (Para8.1.6)

A2.12.9. Doesthe RPEC direct dternative protection measures for high cash-value items when it’s determined
protection criteriais ingppropriate for certain cases? (Para8.1.7)

A2.12.10. Do fund activity custodians use the AF Form 439, Robbery checkligt, and comply with the following
guiddines? (Para8.2)

A2.12.10.1. Protect funds according to local procedures established in the RPP.

A2.12.10.2. Edtablish written procedures for safeguarding funds and ensure that al employees comply.
A2.12.10.3. Reduce cash-on-hand to the lowest amount required for efficient operation.

A2.12.11. Do funds activity custodians and the security forces mutualy develop escort methodology for
government funds localy and publish the procedures in the base resource protection regulation? (Para8.2.1)
A2.12.12. Arethe guiddines below established when developing funds escorts? (Para 8.2.2-3)

A2.12.12.1. The RPEC edtablishes the amount of funds, precious metals, jewels, or high-cash-value resources
requiring escorts when the tota vaueisless than $25,000.

A2.12.12.2. The RPEC assessesthelocal thresat conditions and laws to determine the need for armed escorts.
They should base the assessment on the dollar amount transported, protection resources available, threet,
geographic location, distance, and transport route.

A2.12.13. Do centra depositories follow procedures for storing funds as required by Para 8.4, AFI 31-2097?
(Para8.3)

A2.12.14. Doestheingdlation commander prescribe in writing the limit for storing funds during nonoperating
hours? (Para8.4)

A2.12.15. Arefund amounts under $100,000 stored and protected IAW RPEC guidelines? (Para 8.4.1)
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A2.12.16. Arefund amounts over $100,000 stored inside an approved aarm vault or secure storage room
with two levels of IDE (see AFMAN 31-224)? (Para8.4.2)

A2.12.17. Do fund custodians ensure containers used to store government funds are certified as to their
capability to protect funds? (Para 8.5)

A2.12.18. Do fund containers meet Generd Services Adminigtration (GSA) specifications? (Para8.5)
A2.12.19. Do fund custodians ensure storage containers not meeting GSA standards have an Underwriter’s
Laboratory (UL) labe (or foreign equivaent) desgnating it a burglar-resstant safe? (Para8.5) [NOTE: The
use of previoudy approved containers now in useis acceptable]

A2.12.20. Are GSA-approved containers meeting Class | or higher specifications used when storing $7,500
or more, except in centra depositories? (Para8.5.1)

A2.12.21. Do fund containers that are manufactured to a GSA specification have an externd label reading:
“Generd Services Adminidration, Approved Security Container” and the manufacturer’s name? (Para 8.5.1)
[NOTE: The container should also have afixed labd dtating the federd specification it was manufactured under
and the protection it affords]

A2.12.22. Are funds containers secured to the premises when the funds container is on casters, weighs less
than 500 Ibs without IDE, or not located in avault? (Para8.5.1)

A2.12.23. Hastheingdlation commander sdlected hardened rooms for storing fund containers during
nonoperating hours? (Para 8.6)

A2.12.24. Isinterior and exterior lighting provided for al fund-storage facilities, to include facility entrances,
corridors, and fund rooms? (Para8.6.2) [NOTE: Ensure switchesfor exterior lights are inaccessble to
unauthorized people]

A2.12.25. Doesthefund activity user provide continuous surveillance of fundsin the event IDE fails or
mafunctions? (Para 8.6.6)

A2.12.26. Doesthe fund activity have a method to contact security forces while performing IDE mafunction
survelllance duty? (Para 8.6.6)

A2.12.27. Areresource protection planners aware deployment commanders establish and enforce procedures
for government funds under field conditions IAW AFI 31-209? (Para8.7)

A2.12.28. IsDoD 4525.6-M used for establishing postd facility physicd protection standards? (Para8.8.1)
A2.12.29. Has each medicd facility implemented a protection program based on the assessment of its
particular needs and resources, misson requirements, and local threet? (Para 8.8.2)

A2.12.30. Areoutsde pharmeacies protected IAW AFI 41-113, Administration of Medical Activities, and Air
Force Manua 67-1, USAF Supply Manual? (Para 8.8.4)

A2.13. PROGRAM ADMINISTRATION (AFI 31-209) (RPP)

A2.13.1. Hasaloca program been established to ensure the chief of security forces receives incident reports
on logt, stolen, unaccountable, or recovered US Government AA&E? (Para9.2) [NOTE: Program must
cover losses attributed to inventory adjustment or those the chief of security forces finds or confiscates during an
ingpection.]

A2.13.2. Are Reporting of Significant Arms and Nonnuclear Munitions Losses and Incidents accomplished
under emergency conditions? (Para9.2.2)

A2.14. COMBAT ARMSTRAINING AND MAINTENANCE (AFI 36-2226)

A2.14.1. Doesthe Combat Arms Organizationd Commander? (Para 1.13)

A2.14.1.1. Make Air Force ranges available for non-military use subject to command and loca range
ingruction.
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A2.14.1.2. Budget for necessary combat arms equipment and supplies.

A2.14.1.3. Appoint aCombat Arms Superintendent or NCOIC, who meets grade and skill level requirements
of AFI 36-2108, Airman Classification.

A2.14.1.4. Ensure base weapons receive preembarkation ingpections prior to deployment.

A2.14.15. Provide use-of-force training to Combat Arms personnel according to AFI 31-207, Arming and
Use of Force by Air Force Personnel.

A2.14.1.6. Provide Sdf-Aid and Buddy Care (SABC) training for Combat Arms personnel.

A2.14.1.7. Edtablish written guidelines for canceling training due to bad wesather.

A2.14.1.8. Plan for new small-arms ranges, range modifications, and range rehabilitation to ensure facilities
meet the ingtdlation’ s mission requirements and Combat Arms directives.

A2.14.1.9. Coordinate al mgor range construction/rehabilitation with HQ PACAF/SFX. (PACAF Sup )
A2.14.1.10. Ensure Combat Arms remains open to conduct training during contingency exercises unless
ingalation commander or designate terminates combat armstraining. (Para 1.13 (Added) PACAF Sup I)
A2.14.1.11. Ensure Combat Armswho perform Security Forces duties are fully trained, certified, and qualified
to perform duties. (Para 1.13.1(Added) PACAF Sup 1)

A2.14.1.12. Ensure SF qudifications are documented in Combat Arms personnel’s OJT record. (Para1.13.1
(Added) PACAF Sup 1)

A2.14.2. Doesthe Combat Arms Superintendent/NCOIC? (Para 1.14)

A21421. Serveasthe Combat Arms facility manager for the base range facilities. (Para1.14.2)

A2.14.2.2. Comply with locd environmental procedures for digposal of hazardous waste. (Para 1.14.3)
A2.14.2.3. Supervise maintenance and ingpection of ingtdlation small amswegpons. (Para 1.14.4)
A2.14.2.4. Conduct required ingtructor performance evaluations and establish procedures for informal
evauations by trainees and supervisors. (Para1.14.7)

A2.14.25. Appoint ammunition, equipment, supply, and wegpon repair parts custodians. (Para 1.14.9)
A2.14.2.6. Submit forecasts and requisition for adequate numbers and types of training wegpons to support the
Combat Arms misson. (Para1.14.10)

A2.14.2.7. Develop and submit an ammunition forecast to support base weapons training program in
accordance with AFCAT 21-209. (Para1.14.11)

A2.14.2.7.1. Provide copies of forecast documents with complete justification to HQ PACAF/SFXT NLT 15
November each year. (Paral1.14.11. PACAF Sup |)

A2.14.2.8. Request base safety and civil engineer personnd ingpect al firing range facilities at least annualy.
(Paral1.12.4. PACAF Sup 1)

A2.14.2.9. Develop and publish Combat Arms operating ingtructions. (Para 1.14.12)

A2.14.2.10. Maintain required T.O.sand Air Force publications. (Para1.14.13)

A2.14.2.11. Maintain spare parts to support mission requirements. (Para 1.14.14)

A2.14.2.12. Edablish training schedules to support local missions, training requirements, and personne
avalability. (Para1.14.15)

A2.14.2.13. Notify unit commanders of personnel who fail to report for training. (Para 1.14.15)

A2.14.2.14. Request annud training forecasts from al supported units. (Para 1.14.15. PACAF Sup I)
A2.14.2.15. Ensure unit forecasts include, at a minimum, type wegpons, courses of fire, and complete
judtification for number of training dotsrequested. (Para 1.14.15. PACAF Sup 1)

A2.14.2.16. Develop requedts for deviationsto range criteria. (Para 1.14.16)

A2.14.2.17. Request bioenvironmenta surveys when changes to range facilities dter acoustics or ventilation.
(Para1.14.18)

A2.14.2.18. Develop incentive and award programs for instructors and trainees. (Para 1.14.19)
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A2.14.2.19. Maintain and report up-to-date Combat Arms Program, CAMIS and QPM reports. (Para
1.14.20. PACAF Sup 1)

A2.14.2.20. Store and maintain ammunition needed for Combat Arms programs according to AFI 21-201 and
AFCAT 21-209. (Paral.14.21)

A2.14.2.21. Receive explosve safety training from Wing Safety Office at least once ayear for dl explosves on
Combat Arms account. (Para 1.14.22)

A2.14.3. WeaponsTraining

A2.14.3.1. Do al personnel, once assigned to amohbility position, receive smal armstraining as prescribed by
gopropriate quaification group? (Para2.1.3. and AFPD 16-8, Para 1.5)

A2.14.3.2. Havetrainees previoudy quaified on type of wegpon they receive recurring qudification on? (Para
2.5)

A2.14.3.3. Have PACAF trainess live-fire qudified? (Para2.6.1. PACAF Sup 1)

A2.14.33.1. Doeslocd ingdlation commander determine whether or not to honor smulator qudifications for
arriving Group B and C personnd? (Para2.6.1. PACAF Sup |)

A2.14.4. Do firearms smulators? (Para2.6.2)

A2.14.4.1. Look and work like the actua weapon.

A2.14.4.2. Have adjustable noise and recoil simulation.

A2.14.4.3. Make trainees use the same physica skills and actions needed to fire the actua weapon.
A2.14.44. Meset the specifications the manufacturer and replicate an actud firing line.

A2.14.45. Arefirearms simulators used to conduct al practice orders of fire for Groups A, B, and C.

(Para 2.6.3 (Added) PACAF Sup )

A2.14.5. Does Combat Arms develop training schedules so: (Para 1.14.15)

A2.145.1. Group A personne (except AFOSl) qudify semiannualy on their primary duty weapon and
annualy on their secondary duty wegpon? (Para2.7.1.3. and Para2.7.1.4)

A2.1452. AFOS agents qudify quarterly on primary duty wegpon and annually on mobility weapon? (Para
2.7.1.6)

A2.14.5.3. Group A individuas (except AFOSI) whose primary duty weapon is the 9mm handgun aternate
qualification between AFQC and PACAF SPC? (Para2.7.1.3. PACAF Sup )

A2.1454. AFOS agentswait a least 30 days before firing next qudification course? (Para2.7.1.6)
A2.1455. Group A personnel fire on asemiannua incremental schedule? (Para2.7.1.7)

A2.14.5.6. Group A personnel wait at least 90 calendar days between training courses? (Para2.7.1.8)
A2.14.5.7. Group B personnd complete recurring qudification training annudly on rifle or handgun a 9 to 12
month intervals between qudifications? (Para2.7.2.4)

A2.14.5.8. Group C personne complete recurring qualification training once every two years on rifle or
handgun a 21 to 24 month intervals between qudifications? (Para2.7.3.3)

A2.14.5.9. Personnel who extend existing tour more than 90 days or enter into a consecutive oversess tour
(COT) quaify NLT 90 days beyond their origind DEROS? (Para2.8.4.1 (Added) PACAF Sup )
A2.145.10. Remedid trainees are not scheduled to attend initid or recurring training? (Para2.9.1)

A2.14.6. Doesthe Combat Arms organization commander submit deviation requests to the appropriate
goprova authority for dl facility and equipment limitations that prevent full compliance with or accomplishment
of program training objectives or facility criteria? (Para2.11.2)

A2.14.7. Does Combat Arms submit Combat Arms Program Reportsto MAJCOM using the format in AFI
36-2226, Attachment 2? (Para2.18)

A2.14.8. Are Combat Arms Reportsforwarded to HQ PACAF/SFXT not later than 5 January and 5 July?
(Para2.18. PACAF Sup 1)
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A2.14.9. Does Combat Arms submit CAMI Sreports in accordance with AFI 36-2226, PACAF Sup 1,
Attachments 1 and 2? (Para 2.19. PACAF Sup |)

A2.14.10. Management

A2.14.10.1. Do Combat Arms journeymen and craftsmen assigned to Combat Arms section meet the criteria
for training and qudification according to AFl 36-2108? (Para 3.2)

A2.14.10.2. Does Combat Arms Superintendent/NCOIC ensure al newly assigned personnd reed all
operating ingructions and other materia relevant to the Combat Arms section? (Para 3.2.1)

A2.14.10.3. Does Combat Arms superintendent/NCOIC ensure assigned personnel are entered into
gopropriate upgrade and qudification training? (Para 3.2.2)

A2.14.10.4. Do Combat Arms personnd and assigned assistants maintain qualification on the wegpons and
courses they provide training? (Para 3.2.3)

A2.14.10.5. Do Combat Arms personnd and assigned assistants maintain quaification on wegpons for which
they have an armed duty requirement? (Para 3.2.3)

A2.14.10.6. Do Combat Arms personnel who perform lead instructor duties complete required lead instructor
evauations successfully? (Para 3.3)

A2.14.10.7. Does Combat Arms Superintendent/NCOIC ensure firearms, ammunition, and other materia
requiring safeguarding are provided protection as required by AFI 31-209, DoD 5200.1R, AFPD 31-4, and
AFI 31-101? (Para3.4)

A2.14.10.8. Do ingructors maintain and use lesson plans for each fireearm and course they provide instruction?
(Para3.5)

A2.14.10.9. Arelead instructors a 3P051B or have SEI 312; atasked certified 3P031B; or a DoD divilian
with equivdent quaifications? (Para3.6.1)

A2.14.10.10. Areassistant instructors either a3POX1B or have SEI 312, a DoD dvilian with equivaent
qudifications or quaified Group A personnel who meet AFI 36-2226, Para 2.15. requirements? (Para 3.6.2)
A2.14.10.11. Aretower operators either a 3P051B or have SEI 312; atasked certified 3P031B; or aDOD
cvilian with equivaent qudifications? (Para 3.6.3)

A2.14.10.12. Arefiring lineingructors either a3P1X1, aDoD civilian with equivdent qudifications, or
qudified Group A personnel who meet AFI 36-2226, Para 2.15. requirements? (Para 3.6.4)

A2.14.10.13. Areingtructor ratios for training programs specified in AFMAN 36-2227, Volumes 2 and 3
being followed? (Para 3.6.5)

A2.14.10.14. Do students clean the weapons they used during training? (Para 3.7)

A2.14.10.15. Do ingructors evaluate students on the course of fire, required operator skills, preventive
maintenance, and function check of the wegpon? (Para 3.8)

A2.14.10.16. Do indructors give each student the opportunity to prepare awritten critique on al phases of the
training program? (Para 3.9)

A2.14.10.17. Are AF Form 710s, Ground Weapons Training Record (hard copy or EF version) used asa
classrogter and record of individud qudlification, ammunition use, and firearms use for each class conducted?
(Para3.10.1)

A2.14.10.18. Are AF Form 710sfiled at Combat Arms and maintained according to AFI 37-133, volume 2,
Records Dispositions Instructions? (Para 3.10.1)

A2.14.10.19. Are AF Form 522s, US Air Force Ground Weapons Training Data, (hard copy or EF
version) used to record course of fire, score, qualification status, and other information about an individua’s
training for each student and each course conducted? (Para 3.10.2)
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A2.14.10.20. Does Combat Arms scheduler and unit training sections effectively coordinate to ensure previous
AF Form 522 for each person scheduled for training is at the Combat Arms section at the class gtart time?
(Para3.10.2)

A2.14.10.21. Isrange design criteria published in AFMAN 36-2227, volume 1 used when planning and
congtructing any type range or range complex? (Para3.11)

A2.14.10.22. Does Combat Arms coordinate all mgor range projects or designs with HQ PACAF/SFXT?
(Para1.13 (Added) PACAF Sup 1)

A2.14.11. Does Combat Arms section have adequate facilities to support? (Para 3.12)

A2.14.11.1. Classroom ingtruction.

A2.14.11.2. Weapons maintenance.

A214.11.3. Adminigtrative function.

A2.14.11.4. Weapons cleaning.

A2.14.11.5. Armsand munitions storage.

A2.14.11.6. Range supply and equipment storage and maintenance.

A214.12. Do new and rehabilitated range facilities meet required certification specification outlined in
AFMAN 36-2227, volume 1? (Para 3.13)

A2.14.13. Aretrid operations and certifications documented? (Para 3.13)

A2.14.14. Does Combat Arms section maintain all files and records according to AFI 37-123, Management
of Records, and dispose of files according to AFI 37-133, volume 2? (Para 3.14.2)

A2.14.14.1. Are ammunition accountability and residue records maintained in accordance with AFl 36-2226,
PACAF Sup 1, Attachment 3? (Para3.14.2. PACAF Sup 1)

A2.14.14.2. Does Combat Arms maintain arecord of maintenance performed on each weapon repaired or
inspected? (Para 3.14.2)

A2.14.14.3. Does Combat Arms maintain separate munitions, supply, and equipment account records from
sgquadron account records? (Para 3.14.3. PACAF Sup 1)

A2.14.14.4. Does Combat Arms maintain amaster copy of dl lesson plans used for training in the Combat
Armsoffice? (Para3.14.5)

A2.14.14.5. Arechangesto Air Force lesson plans approved by HQ PACAF/SFXT? (Para3.14.5. PACAF
Supl)

A2.14.14.6. Have hogt-tenant (training and maintenance support) agreements been established for al tenants
that receive Combat Arms section support? (Para 3.15.1)

A2.14.15. Does Combat Arms ensure base assigned ground weapons receive ingpections and maintenance
according to applicable prescribing directives? (Para 3.20)

A2.14.15.1. Issupport limited to government-owned firearms procured through depot/supply channels? (Para
3.20. PACAF Sup )

A2.14.15.2. Areweaponsinspected using proper tools and gauges? (Para 3.21)

A2.14.15.3. Do qudified 3POX1B or SEl 312 personnel or DoD civilians with equivadent qudifications ingpect
wegpons assigned to al organizations? (Para 3.21)

A2.14.15.4. Are preembarkation ingpections performed during home station training exercises? (Para 3.21.
PACAF Sup |) (PROHIBITED)

A2.14.155. Arearframe-mounted weapons inspected or repaired by Combat Arms? (Para3.21. PACAF
Sup ) (PROHIBITED)

A2.14.15.6. Do wegpon owning organizations or the Traffic Management Branch package weapons for
shipment and storage? (Para 3.22)
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A2.14.15.7. Arewesgpons placed in extended/mobility storage being used for training exercises? (Para 3.22.
PACAF Sup |) (PROHIBITED)

A2.14.15.8. Doestheorigind AFTO Form 105, Inspection Maintenance Firing Data for Ground
Weapons, accompany weapon when wegpon permanently transfers to another organization? (Para 3.22.
PACAF Sup 1)

A2.14.15.9. Do owning organizations place a copy of the AFTO Form 105 in weather resistant bags, ingde
the weapon shipping/storage container for deployments? (Para 3.22. PACAF Sup |)

A2.14.15.10. Do wegpon-owning organizations attach a seriaized weapons list to the outside of
shipping/storage containers? (Para 3.22. PACAF Sup 1)

A2.15. MANAGING THE INFORMATION SECURITY PROGRAM (All references are from AFI
31-401 unless other wise specified)

A2.15.1. Hasthe Information Security Program Manager (ISPM):

A2.15.1.1. Developed and implemented supplements to the information security program? (Para 1.3.4.5
(Added) PACAF Sup 1)

A2.15.1.2. Trained unit security managers within 90 days of gppointment? (Para1.3.4.6 (Added) PACAF
Supl)

A2.15.1.3. Conducted unit security managers meeting at least semi-annualy? (Para 1.3.4.7 (Added) PACAF
Supl)

A2.15.1.4. Conducted annua program reviews of units? EXCEPTION: Every two yearsfor units or activities
that do not store classified information. (Para. 1.4.2)

A2.15.1.5. Ensured unit commanders involved with processing or holding classified information conduct
semiannud security sef-ingpections? EXCEPTION: 1SPMs may develop an oversght schedule consistent
with risk management principles for activitieswith asmal volume of dassfied materid. (Para. 1.4.3)
A2.15.1.6. Ensured dl Non-US citizenswho are granted Limited Access Authorization (LAA) signed a SF
312, Classfied Information Nondisclosure Agreement, and filed the form in the person’s case file? (Para 5.4
and 5.5.1.6 (Added) PACAF Sup I)

A215.1.7. Assiged theingdlation commander with identifying an overnight repository for classfied
information? (Para5.14.1)

A2.15.1.8. Ensured operations dispatchers, passenger services, base entry controller, and billeting people
know the location of overnight repository? (Para 5.14.1)

A2.15.1.9. Recelved approval from the ingtalation commander to Store secret materia on the flightline during
in-processing for deployment when the materid is stored in a stlandard GSA agpproved security container setting
on apdlet and thein-trangt areais controlled and located on an Air Force ingdlation? (Para’5.14.2)
A2.15.1.10. Coordinated on and submitted requests to authorize persons to work on classfied information
during off-duty hours at their home? (Para’5.13.1 and PACAF Sup I, para5.13.2)

A2.15.1.11. Inspected vaults, secure rooms, cargo security cages, and classified munitions storage facilities to
ensure they meet the minimum standards of Appendix G of DoD 5200.1-R? EXCEPTION: Commanders
must conduct arisk anaysis to determine the need for IDS. I the commander determines IDS is not necessary,
the commander must devel op aternative measures and forward dl correspondence through 1SPM channels for
approval. (Para5.20.4. PACAF Sup )

A2.15.1.12. Ensured the wing commander gpproved vaults, secure rooms, cargo security cages, and munitions
dorage fadilities to sore classfied information? EXCEPTION: The ingtdlation commander may delegeate
gpprova authority to the ISPM. (Para5.20.4. PACAF Sup 1)
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A2.15.1.13. Inspected dl secure storage facilities annudly to ensure that they continue to meet standards of
DoD 5200.1-R, Appendix G. (Para5.20.5. PACAF Sup )

A2.15.1.14. Developed apriority plan AW with DoD 5200.1-R and pursued funding for combination locks
that meet Federal Specification FF-L-2740 (X0-7 Lock)? (Para 5.20.3)

A215.1.15. Adminigtered training to origind classfiers? (Para 8.5)

A2.15.1.16. Conducted aninitid interview with newly gppointed security managers within 10 duty days of
aopointment? (Para8.7.2.2. PACAF Sup )

A2.15.1.17. Provided technica support and monitored the status of investigations for security incidents? (Para
9.6.1.1and 9.6.1.2)

A2.15.2. Hasthe unit security manager:

A2.15.2.1. Been gppointed by the unit commander? (Para 1.3.5.1)

A2.15.2.2. Developed unit security operating ingtruction? (Para 1.3.6.2)

A2.15.2.3. Attended unit security managers meeting hosted by the ISPM? (Para 1.3.6.4)

A2.15.2.4. Ensured semiannua security self-inspections have been conducted to evauate information security
program effectiveness? NOTE: Security managers should not conduct sdlf-inspections themselves but have
othersin the unit perform theduty. (Paral.4.3and 1.4.3.1)

A2.15.25. Ensured al personnd have signed a SF 312, Classified Information Nondisclosure Agreement,
before granting access to classfied information? (Para 5.4)

A2.15.2.6. Ensured non-U.S. citizenswho are granted Limited Access Authorization signed a SF 312 and
forwarded it to the ISPM for filing in the person’s casefile? (Para5.4 and 5.5.1.6. PACAF Sup I)
A2.15.2.7. Ensured supervisors conduct initid orientation training for cleared and uncleared personnd? (Para
8.3. and 8.4)

A215.2.8. Incuded an evaduation of the effectiveness of security training during semiannua self-ingpections?
(Para8.7.3. PACAF Sup I)

A2.15.29. Attended training within 90 days of appointment? (Para1.3.6.9. PACAF Sup |)

A2.15.2.10. Ensured supervisors conduct recurring and refresher training throughout the duty assgnment?
(Para8.9)

A2.15.2.11. Edablished a system to report security incidents to the ISPM before the end of thefirst duty day?
(Para9.2.1. PACAF Sup 1)

A2.15.2.12. Maintained a copy of investigation reports IAW AFMAN 37-139? (Para9.4.1.5)

A2.15.3. Arethe following measures taken to properly safeguard classified information?

A2.15.3.1. Unit personne knowledgeable of the methods available for confirming an individud’s access level.
(Para5.4.1-5.4.1.4)

A2.15.3.2. Top Secret Control Officer (TSCO), and one or more aternates have been appointed. (Para
5.10.1.1)

A2.15.3.3. Hasthe TSCO:

A2.15.3.3.1. Accounted for each document (to include page changes and inserts) on the AF Form 143, Top
Secret Register Page? (Para’5.10.1.1)

A2.15.3.3.2. Described or attached alist of each Top Secret document stored on Automated Information
System or microfiche mediato the AF Form 143? (Para’5.10.1.1.)

A2.15.3.3.3. Are Top Secret messages kept in telecommunications facilities for less than 30 days accounted
for on amessage delivery register or smilar record of accountability? NOTE: Do not record Top Secret
messages kept less than 30 days on the AF Form 143. Defense Courier Service (DCS) Receipts are used in
place of the AF Form 143 for information received from or delivered to the DCS. (Para’5.10.1.1.1)
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A2.15.3.3.4. Attached an AF Form 144, Top Secret Access Record and Cover Shest, to each document?
(Para5.10.1.2.1)

A2.15.3.35. Ensured someone conducted inventories, other than the TSCO or aternate TSCO, annudly and
whenever thereisachangein TSCO? (Para5.10.1.3.1)

A2.15.3.3.6. Taken actionsto correct deficiencies identified in the inventory report? (Para5.10.1.3.2)
A2.15.3.3.7. Maintained a copy of the inventory report and a record of corrective actions with the account?
(Para5.10.1.3.3)

A2.15.3.3.8. Documented the transfer of Top Secret materia to another TSCO on the ingtalation on AF Form
143? (Para’5.10.1.4)

A2.15.3.3.9. Received signed registers and disclosure records of Top Secret facsmiles? (Para5.10.1.5)
A2.15.34. Are AF Forms 144 or AF Form 54, Classfied Computer Deck Cover Sheet used instead of SF
Form 703, Top Secret Cover Shest, to protect Top Secret material removed from storage? (Para5.11.1)
A2.15.35. Is SF Form 704, Secret Cover Sheet, and SF Form 705, Confidential Cover Sheet, available to
protect these materias when removed from storage? (Para’5.11.2)

A2.15.3.6. Areend-of-day security checks conducted for each section that processes classified information
and documented on SF Form 701, Activity Security Checklist? (Para5.12)

A2.15.3.7. Areend-of-day security checks documented on SF Form 702, Security Container Check Sheet,
when security containers are present? (Para5.12)

A2.15.3.8. Are contingency plans developed to pick up classfied container and materid in the event something
happens to a person authorized to store classfied materid in their resdence? (Para5.13.3)

A2.15.3.9. Have persons been designated by the MAJCOM Director or unit commander to exercise
reproduction authority for classfied materid in their activities? (Para5.26 and 5.27)

A2.15.3.10. Have persons responsible for classfied copying machines determined if latent images are retained
and developed procedures for clearing the images? (Para’5.17.1)

A2.15.3.11. Have personsresponsble for classified copying machines posted a notice on the machines to
indicate that the machine is approved classified reproduction? (Para’5.17.1)

A2.15.3.12. Have written procedures been developed to ensure control of reproduced classified materia and
do personnel using classified copiers understand their security respongbilities? (Para5.26.2 and 5.26.3)
A2.15.3.13. Are proceduresin place to ensure waste products generated by reproduction are properly
protected and disposed? (DoD 5200.1-R, para 6-502f)

A2.15.3.14. Are Automated Information Systems (AlS) approved for processing classfied information? (Para
5.17.2.1)

A2.15.3.15. Are AlS machines without removable hard disk drives and with stored classified information
protected at the highest security classification processed on the machine? (Para5.17.2.1)

A2.15.3.16. Are AISmedia (i.e. diskettes, compact disks) and removable hard disk drives protected at the
highest security classification processed by the AIS? (Para5.17.2.1)

A2.15.3.17. Are printer ribbons and toner cartridges (that retain latent images) removed and properly stored at
the highest security classification processed on printers? (Para5.17.3)

A2.15.3.18. Do classfied storage containers (i.e. safe, vaults, etc.):

A2.15.3.18.1. Have a Generd Services Adminigtration (GSA) labe affixed to the outside of the container or
indde the container’ s locking drawer? (Para5.19)

A2.15.3.18.2. Been confirmed by alocksmith that they meet GSA standards and noted their findings on Air
Force Technicd Order (AFTO) Form 36, if aGSA label is not affixed to the outside of the container or insde
the container’ slocking drawer? (Para 5.19)

A2.15.3.18.3. Have AFTO Form 36 stored insde the container? (Para5.19)
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A2.15.3.18.4. Have or scheduled to have a combination lock meeting Federa Specification FF-L-2740?
(Para5.20.3)

A2.15.3.185. Have a SF Form 700, Security Container Information, affixed to the insde of the vault, secure
door, or locking drawer of a security container? (Para’5.23.2)

A2.15.3.18.6. Have a SF Form 700 that identifies the location of the door or container, names, home
addresses, and home tel ephone numbers of the individuas who are to be contacted if the door or container is
found open and unattended? (Para 5.23.2)

A2.15.3.18.7. Have SF Form 700, Part 11 marked with the highest classification level of materid stored in the
Security container and combination lock, and stored in a security container other than the one for whichitis
being used? (Para5.23.3.1 and 5.23.3.2)

A2.15.3.18.8. Have externa markingsthat reved the level of classfied information authorized to be stored?
UNAUTHORIZED (DoD 5200.1-R, para 6-404)

A2.15.3.18.9. Have been inspected every five years for safes and every two yearsfor vaults? (Para’5.25 and
Technica Order 00-20F-2, para 4b)

A2.154. Areclassfied documents:

A2.15.4.1. Congpicuoudy marked to dert holders of the presence of classified information? (DoD 5200.1-R,
para 5-100)

A2.15.4.2. Marked with the overdl classfication of the document on the front cover (if thereis one), the title
page (if thereis one), first page, and outsde of the back cover (if thereisone)? (DoD 5200.1-R, para 5-200)
A2.15.4.3. Marked with the date and office of origin on the first page, title page or front cover, clear enough to
alow someone receiving the document to contact the preparing office if questions or problems arise? (DoD
5200.1-R, para’5-201)

A2.154.4. That are Origina Classified Documents:.

A215.44.1. Containa“classfied by” linethat identifiesthe origina classification authority by name and
postiontitle? NOTE: If the“cdassfied by” linewould reved dassfied information, the line should be
completed with an unclassified persond identifier that can be traced through secure channels. (DoD 5200.1-R,
5.202a)

A2.15.4.4.2. Contain a“reason” line that bears a concise statement of the reason for classification determined
by the origina classfier or one of the citation categories listed in Section 1.5 of E.O. 12958? (DoD 5200.1-R,
para5.203)

A2.15.4.4.3. Contain a“declassfied on” line that identifies a date or event less than or equd to 10 years, or
“X” followed by anumber or numberslisted in DoD 5200.1-R, para4-202 if exempt from the 10-year
declassfication rule? (DoD 5200.1-R, para 5-204a)

A2.1545. That are Derivatively Classfied Documents:

A21545.1. Containa“derived from” line that identifies a Single classfication guide or source document and
date, or use the phrase “multiple sources?” (DoD 5200.1-R, para 5-202b)

A2.15.4.5.2. Have arecord of the sources attached to the file or record copy if the phrase “multiple sources’
isused. NOTE: If feasble, the list should be included with dl copies of the document. Bibliographies or
reference list serve this purpose. (DoD 5200.1-R, para 5-202b)

A2.154.5.3. Contain a*“declassfied on” line with the MOST RESTRICTIVE declassfication instruction that
gopliesto any of the information in the document? (DoD 5200.1-R, para 5-204)

A2.15.4.6. That are Origindly and Derivatively Classfied Documents

A2154.6.1. Containa“classfied by” linethat uses the phrase “multiple sources?” NOTE: Oneof the
sources will identify the origina classification authority by name and pogtion title, and the record of sources will
be maintained in the same manner identified above. (DoD 5200.1-R, para 5-202c)
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A215.4.6.2. Contain a“declassfy on” line with the MOST RESTRICTIVE declassification instruction that
gopliesto any of the information in the document? (DoD 5200.1-R, para 5-204d)

A2.154.7. Aresubjects and titles of classfied documents marked to show their classification after the subject
of title? NOTE: Thisisthe only exception to the placement rule. (DoD 5200.1-R, para 5-206a(2)
A2.154.8. Sections, parts, paragraphs, and smilar portions marked to show the highest level of classfication
by placing the appropriate abbreviation in parentheses? (DoD 5200.1-R, para 5-206)

A2.15.4.9. Pages marked conspicuoudy at the top and bottom with the highest classification of the information
on the page? (DoD 5200.1-R, para 5-207)

A2.15.4.10. Are charts, graphs, photographs, illustrations, figures, and drawings properly marked? (DoD
5200.1-R, para 5-206a(3), (3a), and (3b)

A2154.11. Areclassfied files, folders, and smilar groups of documents marked clearly on the outside of the
folder or file? (DoD 5200.1-R, para 5-306)

A2.16. PERSONNEL SECURITY PROGRAM MANAGEMENT (AFI 31-501 unless otherwise
stated)

A2.16.1. Have commanders identified positions that require access to classified information? (AFPD 31-5,
para4; AFl 31-501, para2.2)

A2.16.2. Do commanders evauate the personnd security program semiannualy and document the resultsin
self-ingpection reports? (Paral.1.5 (Added) PACAF Sup )

A2.16.3. Hasthe ISPM designated authorized requesters to initiate personnel security investigations to Defense
Security Service? (Para5.1)

A2.16.4. Doesthe authorized requester maintain a copy of personnel security investigations and al other
paperwork until the investigation is completed? (Para 5.1)

A2.16.5. Doesthe base personnd security specidist have a system to track the number of daysit takesto
process a personnel security investigation from the time the individud is tasked to complete the persond history
statement until the investigation request has been submitted to the Defense Security Service? (AFPD 31-4,
Attachment 1, paraAl.1)

A2.16.6. Has HQ PACAF/SF approved Limited Access Authorizations? (Para 3.3.3)

A2.16.7. Do persons granted Limited Access Authorizations have awritten certificate of approval (AF Form
2584) sgned by the 497th Intelligence Group on file? (Para 3.3.3)

A2.16.8. Are Security Information Files kept in alocked container during non-duty hours? (Para 8.6. PACAF
Supl)

A2.17. INDUSTRIAL SECURITY PROGRAM MANAGEMENT (AFI 31-601)

A2.17.1. Doesthe Information Security Program Manager (1ISPM):

A2.17.1.1. Maintain a contractor folder for each vigitor group that has access to classified information? (Para
1.4.1 Bullet #3)

A2.17.1.2. Havethefollowing itemsin the contractor folder? (Para1.6.5.1 through 1.6.5.1.4. PACAF Sup I)
A217.1.2.1. A signed copy of DD Form 254, Contract Security Classification Specification.

A2.17.1.2.2. A copy of the Sgned Visitor Group Security Agreement (VGSA).

A2.17.1.2.3. Copiesof thelast two semiannual information security self-ingpection reports.

A2.17.1.2.4. A copy of the annua I1SPM program review report.

A2.17.1.2.5. Copy of the contractor’ s visit request.
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A2.17.1.3. Review DD Form 254, Contract Security Classification Specification, for accuracy and
appropriateness? NOTE: Recommend using AFH 31-602 as a checklist to accomplish thistask. (Para
1.4.1 Bullet #4)

A2.17.1.4. Ensure contractors take prompt corrective actions when a security review identifies deficiencies that
result in an unsatisfactory rating? (Para1.4.1 Bullet #7)

A2.17.1.5. Coordinate with other installation security agencies (COMSEC, OPSEC, SSO, COMPUSEC,
etc.) to resolve issues related to other security disciplines? (Para 1.4.1 Bullet #8)

A2.17.1.6. Developed a method to ensure organizations notify the ISPM as soon as they know a contractor
will require access to classfied information during contract performance? (Para1.4. PACAF Sup 1)

A2.17.1.7. Providethe project or program manager a sample Visitor Group Security Agreement to use for
developing or modifying security procedures to meet local requirements? (Para1.4.1 (Added) PACAF Sup )
A2.17.1.8. Conduct initial program reviews within 30 days after contract start dates? (Para1.6.2. PACAF
Supl)

A2.17.1.9. Conduct annual information security reviews for those programs that fall under AFI 31-401 and
DoD 5200.1-R? (Para1.6.2. PACAF Sup )

A2.17.2. Do unit security managers.

A2.17.2.1. Incorporate the industria security program into their self-inspection program when sponsoring
contractorsinto the unit? (Para1.6.2. PACAF Sup |)

A2.17.2.2. Conduct semiannua security salf-ingpections of contractors that fall under the guiddines of AFI 31-
401 and DoD 5200.1-R? NOTE: USE THE INFORMATION SECURITY PROGRAM SELF-
INSPECTION CHECKLIST TO COMPLETE THISTASK (Paral.6.2. PACAF Sup )

A2.17.2.3. Have an operating ingtruction that identifies specific procedures for receiving, processing, and
handling incoming vistor group vist request? (Para 6.3.3)

A2.17.2.4. Providethe ISPM with copies of al on-base contractors visit requests? (Para 6.3.2)

A2.17.25. Have asystem developed to notify the ISPM as soon as they know a contractor will require access
to classfied information during contract performance? (Para 1.4)

A2.18. SECURITY FORCES STANDARDS (AFI 31-201)

A2.18.1. Doesthe unit use standard response codes? (Para4.5.3. & attach 1)

A2.18.2. Arelocally devised duress codes used in emergency or distress situations? (Para4.5.3.2)
A2.18.3. Arefixed posts connected to the law enforcement desk or central security control by did or direct
telephone? (Para4.6)

A2.184. Aretraffic patrol vehicle's speedometers calibrated semiannually or sooner when required by loca
laws, and after mgor maintenance repair to the vehicle s differential, transmission, speedometer, or tire
replacement? (Para4.9)

A2.185. Arevehiclesingpected before each tour of duty? (Para 4.10)

A2.18.6. Do on duty supervisory personnel conduct post checks? (Para5.3)

A2.18.7. Do senior security forces representatives conduct post visits? (Para5.4)

A2.18.8. Do posted security forces report their post during post checks or vists? (Para’5.5)

A2.18.9. Are the security forces knowledgegble of their jurisdiction on the ingtdlation? (Para 6.1)
A2.18.10. Are vehicle operators knowledge of the high-speed pursuit policy. (Para6.7)

A2.18.11. Do police officers properly handle civilian offenders? (Para7.1.3)

A2.18.12. If applicable, has the unit established off ingtalation patrol procedures and coordinated with the Staff
Judge Advocate (SJA) and locd civilian law enforcement officids? (Para7.2)



36 PACAFDIR 90-215 12 November 1999

A2.18.13. For non-U.S. bases, if the ingtdlation commander has authorized off ingtdlation patrols, has
coordination with MAJCOM SJA been accomplished? (Para7.2.1)

A2.18.14. Do security forces use the rights advisement card, AFVA 125-19 or the AF Form 1168? (Para
7.5)

A2.18.15. Doesthe unit have procedures to control bloodborne pathogens? (Attach 4)

A2.19. SECURITY FORCESTRAINING (AFI 36-2225)

A2.19.1. DoestheCSF. (Paral.3.4)

A219.1.1. Edablish and direct the unit SF training program?

A2.19.1.2. Ensuretraining complieswith AFI 36-2201, “Developing, Managing and Conducting Training?’
A2.19.1.3. Determine contingency training requirements?

A2.19.14. Coordinate civilian security forces training with the loca civilian personnd office?

A219.15. Egablish aunit learning center?

A2.19.1.6. Appoint aunit READY coordinator?

A2.19.1.7. Determine the critical duty positions and the semiannual Stan- Eva evauation requirement? (Para
1.3.4. PACAF Sup )

A2.19.1.8. Determine training requirements and appropriate documentation for the officers and senior NCOs
within the unit? (Para 1.3.4. PACAF Sup I)

A2.19.1.9. Approvedl TEEOS? (Paral.3.4. PACAF Supl)

A2.19.2. Doesthe unit training section: (Para 1.3.5)

A219.2.1. Identify locd training needs and train unit personnel to meet misson requirements, as directed by
the CSF?

A219.2.2. Schedule and conduct unit orientation and initid training?

A219.2.3. Verify completed quaification training for duty positions?

A2.19.24. Inform the Stan- Eva section when individud (s) complete their qudification training?

A2.19.25. Monitor both delays in finishing quaification training and progress of skill-level upgrade training?
A2.19.2.6. Meet ancillary training requirements?

A2.19.2.7. Maintain and adapt AF Handbooks on the SPAS training module to fit local needs?

A2.19.2.8. Prepare and maintain local JQSs?

A2.19.2.9. Develop any necessary TEEOs and task performance checklists for locd training with the Stan-
Evd Section?

A2.19.2.10. Maintain atest bank of Air Force, MAJCOM, and locd questions, and establish test control
procedures?

A2.19.2.11. Work with base training manager(s)?

A219.2.12. Manage training deficienciesidentified by the Stan- Evd section, Staff Assstance Vidts and any
other higher headquartersinspection? (Para 1.3.5. PACAF Sup |)

A2.19.2.13. EnsureaMaster Task List (MTL) has been developed for each duty section and shift level
personnd? (Para 1.3.5. PACAF Sup I)

A2.19.2.14. Review dl tests, ord questions, lesson plans, task performance checklists, and TEEOs annualy?
(Para1.3.5. PACAF Sup )

A2.19.3. Do unit supervisors. (Para1.3.6)

A2.19.3.1. Review AF Form 623 or computerized training record to determine training requirements for
assigned personnd and conduct al necessary training?

A2.19.3.2. Work with the training section to ensure personnel complete training required for skill level
upgrade?
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A219.3.3. Ensure personne complete their qudification training for each duty position within 30 duty days?
A2.19.34. Natify the training section the next duty day after qualification training has been completed?
A219.35. Natify thetraining section if personnel cannot complete qudification within 30 duty days, and
document the circumstances, dates, and reasons for the delays?

A219.3.6. Mantan individud training records for assigned personnel ?

A2.19.3.7. Ensuretrainees maintain proficiency in al required tasks liged inthe MTL? (Para 1.3.6. PACAF
Supl)

A2.19.3.8. Ensuretraineesreceive required semiannud evauations within a5- to 7- month window; annua
evauations are conducted within a 10- to 13-month window? (Para2.5.1. PACAF Sup I)

A2.19.4. Doestheunit scheduler: (Paral.4)

A219.4.1. Publish an annud master training schedule and review it monthly?

A2.19.4.2. Coordinate the master training schedule with unit sections and base agencies?

A2.19.4.3. Coordinate and schedule ancillary training with base agencies?

A2.19.4.4. Coordinate training schedules with supervisors?

A2.19.45. Protect individuas time off as much as possible?

A2.19.4.6. Include Stan- Eval evduations in the master unit-scheduling program? (PACAF Sup 1)
A2.19.4.7. Ensure the master unit scheduling program includes al appointments (to include self-made), leaves,
and TDYs? (Paral.4. PACAF Sup )

A2.19.5. Are TEEOs used for collective skillstraining, exercises, and combat skills? (Para 1.6.2)

A2.19.6. Arethe SPAS training module and other Air Force-approved computer programs used? (Para 1.7)
A2.19.7. Arethefollowing covered for newly assgned personnd: (Paral.7.1. PACAF Sup )

A2.19.7.1. Chainof Command?

A2.19.7.2. Unit Mission Orientation?

A2.19.7.3. Explosve Safety?

A2.19.7.4. Weapons Safety, Arming and Use of Force?

A2.19.7.5. Loca Challenging Procedures (if gpplicable)?

A2.19.7.6. Loca Duress and Authentication Procedures?

A2.19.7.7. Ancillary Training Requirements (bloodborne pathogens, SABC, etc.)?

A2.19.7.8. Security Education and Motivation?

A2.19.7.9. Sdected Law Enforcement Training as Required?

A2.19.7.10. Sdected Security Training as Required?

A2.19.7.11. Tours of base security forces posts, key base facilities, controlled and restricted areas?
A2.19.7.12. Upgrade Training?

A2.19.7.13. Military Working Dog Handlers receive specidized training?

A2.19.8. Are Stan- Evd and training section personnd jointly preparing task performance checkligts? (Para
1.7.3)

A2.19.8.1. Do supervisors use these checklists during qudification training? (Paral1.7.3)

A2.19.8.1.1. Hasan AF Form 689, Task Performance Checklist, been developed for each task required to
perform peecetime, wartime and contingency misson requirements? (Para1.3.5. PACAF Sup 1)
A2.19.8.1.2. Isthe unit using task performance checklists created from the MAJCOM-gpproved ABD
CAFSC STS when certifying ABD tasks? (Para1.7.3. PACAF Sup |)

A2.19.9. IsAF Form 623 used asrequired? (Paral.7.4)

A2.19.10. Istraining being documented for personnd not requiring the AF Form 623? (Para 1.7.4)
A2.19.11. Doesthetraining section have the following recommended equipment? (Para 1.8.1)

A219.11.1. Stand-aone computer with graphics capable printer.
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A2.19.11.2. Videotape, replay equipment, camera, and television and video monitors.

A2.19.11.3. Sound on dide equipment.

A2.19.11.4. 35mm dide projector.

A2.19.11.5. Overhead transparency projector.

A2.19.11.6. Projection screen.

A2.19.11.7. Audio playback and recorder for audio cassettes.

A2.19.11.8. Easd and flip chart.

A2.19.11.9. Dry erase board and erasable markers.

A2.19.11.10. Interactive computer training programs, such asinteractive video disk.

A2.19.12. Are safety requirements being accomplished? (Para 1.8.3. PACAF Sup )

A2.19.13. Do READY personne receive the required training? (Para 1.9.1)

A2.19.14. Doesthe unit READY coordinator identify and gain gpprova for augmentor requirements from the
READY review board? (AFl 10-217; AFR 35-45, Para 7€)

A2.19.15. Are names of personne who complete training forwarded to unit READY coordinators? (AFR 35-
45, Para 7€)

A2.19.16. Are READY personnel issued required equipment? (AFI 10-217; AFR 35-45, Para 7€)

A220. STANDARDIZATION EVALUATION (Stan-Eval) PROGRAM (AFI 36-2225)

A2.20.1. Doesthe Stan- Evd section conduct annua inspections of dl unit functiond aress? (Para2.1)
A2.20.2. Doesthe Stan- Eva section conduct initid and annud evauations of personnd in each duty position?
(Para2.1)

A2.20.3. Doesthe Stan- Eva section provide feedback (Trend Anayss) to the CSF on how well the unit is
doing based on findings from evauations and inspections? (Para2.1.1. and PACAF Sup |, Para2.1.1.)
A2.204. Isatrend andyss being prepared a least quarterly to compute failure rates, identify training
deficiencies, problem areas, and offer recommended corrective actions to flight supervisors, the training section,
operations staff and the CSF? (Para2.1.1. PACAF Sup I)

A2.20.5. Doesthe CSF monitor and evauate the overal effectiveness of SF functions and personnel using
ingpection and evauation results? (Para2.2.4.1)

A2.20.6. Areinspections scheduled at times when key personnd or supervisors will be present? (Para 2.3.4)
A2.20.6.1. Arelocaly developed checklists used for each activity ingpected? (Para2.3.4)

A2.20.7. Doesthe CSF review each Stan- Eva Inspection report, vaidate the findings, and send the report to
the appropriate activity so that they can correct any problems discovered? (Para2.4.2)

A2.20.8. Doesthe Training Section notify the Stan- Eva section when individuds have completed their
qudification training? (Para 1.3.5)

A2.20.9. Hasthe CSF identified postions, including deployment or contingency positions that do and do not
require evauations? (Para2.5.2)

A2.20.10. Areevauaions being conducted within 30 duty days after an individua completes qudification
traning? (Para2.5.3)

A2.20.11. Are experts asssting the Stan- Eval section with conducting evauations for specia duties such as
military working dog handlers, darm monitors, and so on? (Para 2.5.4)

A2.20.12. Have procedures been established to notify the Stan- Eval section of dl newly assgned personnd
and intraunit transfers? (Para 2.5.6)

A2.20.13. Do dl evduations consast of written, ord, and performance evauations? (Para 2.5.8)

A2.20.13.1. Isaseparate 25-question wegpons safety, arming, and use of force test being administered once a
year?
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A2.20.13.2. When conducting evauations, are personne being evauated for team positions when they perform
as part of ateam?

A2.20.13.3. Doesthe ora test cover dl aspects of the position under evaluation?

A2.20.14. Are MWD handlersreceiving evauations? (Para2.5.8.5 (Added) PACAF Sup I)

A2.20.15. Areevduations documented and maintained? (Para2.6.1-.2)

A2.20.16. Doesthe CSF review training requirements when an individud fails an evduation? (Para 2.6.3 and
2.8.3)

A2.20.17. Doesthe Stan- Eva section keep completed current and previous records of al evauations, review
the results with each individud evauated, and distribute Stan- Evd evauation documentsto supervisors,
trainers, and the CSF? (Para2. 7.1 and PACAF Sup |, Para2.7.2)

A2.20.18. Hasthe CSF established a minimum passing score on dl written evauations? (Para2.8.1)
A2.20.19. Iseach performance evaluation rated as GO/NO GO, and are individuas satisfactorily performing
ALL criticd tasks for the position being evaluated? (Para2.8.2)

A2.21. REPORTSAND ANALYSIS (AFI 31-209, AFI 31-204, and AFMAN 37-139)

A2.21.1. Doestheingallation commander deny access to the base through the use of a barment system? (AFI
31-209, Para2.5.5)

A221.2. Doestheingalation commander sign barment letters? (AFI 31-209, Para 2.5.5)

A2.21.3. Do the security forces maintain alist of personned barred from the ingtalation and those denied on-
base driving privileges? (Para2.5.5)

A2.21.4. Arebarment lists marked “For Officid Use Only” and kept out of public sght? (AFI 31-209, Para
2.5.5)

A2.215. Arefolderson barred individuas maintained by Reports and Analysis? (AFl 31-209, PACAF sup
1, Para2.5.5)

A2.21.6. Do thefolders contain copies of pertinent documents? (AFI 31-209, PACAF Sup I, Para2.5.5)
A2.21.7. Doestheingdlation commander determine when, where, and how to implement random vehicle and
pedestrian checks? (AFI 31-209, Para 2.5.6)

A221.8. AreMilitary Rules of Evidence 315(d)(2) followed if the ingtalation commander delegates vehicle
and pedestrian random ingpections to higher vice, deputy, or military magistrate? (AFI 31-209, Para 2.5.6)
A2.21.9. If usng alocaly devised computer program to randomly select entry control points for random
ingpections, has the ingtalation commander and staff judge advocate approved it quarterly? (AFI 31-209, Para
2.5.6)

A221.10. Arethefollowing Law Enforcement records maintained in accordance with the applicable table and
rule? (AFMAN 37-139)

A2.21.10.1. Reports of investigations, incident/complaint reports, and al records accumulated maintained.
(T31-1, R1)

A2.21.10.2. Individud reference forms of individuas listed as suspects or subjects for any offense. (T31-1,
R2)

A2.21.10.3. Individua reference forms of individuals listed as witnesses, complainants or victims. (T31-1,
R2.01)

A2.21.10.4. Desk Blotters. (T31-1, R6)

A2.21.10.5. Driver records - information on motor vehicle accidents and violations used for point assessments,
restrictions, revocation or suspension, and other actions (including barring) affecting driving privileges. (T31-1,
R13.01)

A2.21.10.6. Reports of traffic accidents, incidents, and related tickets and violations notices. (T31-1, R14)
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A2.21.10.7. Ticketsor violation notices. (T31-1, R14.01)

A2.21.10.8. Records pertaining to persons prohibited from entering US military ingtalations for cause (barred
personnel). (T31-1, R22)

A2.21.11. AreLaw Enforcement reports submitted to HQ PACAF/SFOP by the second day of each month.
(AFI 31-209, Para9.4)

A2.22. PASSAND REGISTRATION (AFI 31-101, 209, 204, AFMAN 37-139)

A2.22.1. For restricted area badges, refer to checklist A1.4.

A2.22.2. Doesthe CSF designate and revoke, in writing, the authority to issue ID cards? (AFJl 36-3026,
Para7.26.1)

A2.22.3. Aredesgnated issuing officids following the grade restriction guidelines? (AFRJlI 36-3026, Para 7.25)
A2.22.4. Did the CSF appoint an inventory officid to conduct an inventory and transfer accountability if the
primary issuing officia was absent from 30 - 90 days? (AFRJ 26-3026, Para 7.26.3)

A2.22.5. Are accountable forms physicaly inventoried for each shipment by serid number on the receipt and
was the sender notified of any discrepancies? (AFl 36-3001, Para 6.3.1)

A2.22.6. Are accountable forms stored in locked metal cabinets or safes? (AFI 36-3001, Para 6.3.2)
A2.22.7. Arethefollowing procedures adhered to for ID blank ID cards? (AFI 36-3001, Para 6.3.3)
A2.22.7.1. Each accountable ID card recorded on AF Form 335, Issuance Record - Accountability

| dentification Card.

A2.22.7.2. Eachtypeof ID card recorded on a separate AF Form 335.

A2.22.7.3. Fileeach AF Form 335 with related AF Form 213, Receipt for Accountable Form?

A2.22.7.4. EachID card serid number entered on the AF form 335.

A2.22.8. Inventory procedures: (AFI 36-3001, Para 6.3.4)

A2.22.8.1. Areinventories conducted every 12 months, when the primary issuing officid is relieved, or when
directed by the CSF or Ingtdlation Commander?

A2.22.8.2. Was each card physicaly accounted for by serial number?

A2.22.8.3. Werethe numbers of controlled forms verified with PDO records?

A222.8.4. Was an invedtigation initiated, reports filed with responsible commander, and results noted on each
inventory?

A2.22.85. |Isthe baance sheet attached to the issue logs after each inventory?

A2.22.9. Are proceduresfor lost or stolen blank forms followed? (AF 36-3001, Para6.3.6, Attachment 11)
A2.22.10. Arethe following records maintained in accordance with applicable table and rules? (AFMAN 37-
139)?

A222.10.1. Statements, certificates and related correspondence reporting the loss, theft, or destruction of
identification credentias or passes. (T36-2, R9)

A2.22.10.2. Logs, registers, receipts for blank accountable forms, destruction certificates for destroyed blank
accountable forms and similar records. (T36-2, R15 and R15.01)

A222.11. Arerequestsfor vehicle registration recorded on AF Form 533, Certificate of Compliance - Private
Motor Vehicle Regigtration? (AFI 31-204, Para3.2.1)

A.2.22.12. Isthe Security Forces Automated System (SPAS) used to register vehicles? (AFI 31-204, Para
3.2.1)

A2.23. INVESTIGATIONS
A2.23.1. Aretheinvedtigative jurisdiction boundaries defined and known by SFOI individuas? (Para2.1)
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A2.23.2. Hasthe CSF issued AF Form 688, Security Forces Investigator Credentials, to qudified personnel?
(Qudified personnd are E-4/civilian equivadent or above who are graduates of one of the following: Military
Forces Investigator Course, AFOSI Specid Investigators Course, an overseas US Army Mgor Command
Military Police Investigator Course, or have 8 years civilian police experience with 2 years as an investigator.)
(Para2.2)

A2.23.3. Doesthe number of issued credentials exceed the authorized number of investigators? (Para 2.2)
A2.234. Arecredentia expiration dates within 3 years from date of issue? (Para2.2.1)

A2.235. Isthe destruction of invalid credentids, due to expiration or change of duty location, documented on
an AF Form 310, Document Receipt and Destruction Certificate? (Para2.2.1)

A2.23.6. Are credentids destroyed upon change of duty status, assgnment, or Sation? (Para2.2.1)
A2.23.7. Hasthe CSF gppointed an evidence custodian in writing? (Para 2.6)

A2.23.8. Does each piece of evidence have afully completed AF Form 52, Evidence Tag, assgned to it?
(Para 2.6)

A2.23.9. Isarecord of al evidence recorded in a permanently bound evidence log? (Para2.6.1)

A2.23.10. Isevidence stored in a secure locker, safe or room used solely for storage purposes? (Para 2.6.2)
A223.11. Isthe storage area ble only by the evidence custodian? (Para 2.6.2)

A2.23.12. Are saized firearms stored using approved methods IAW AFI 31-209? (Para2.6.2)

A2.23.13. Are controlled substances stored outside the evidence room in a GSA approved Class 5 safe?
(Para2.6.2)

A2.23.14. Isdl evidenced tagged with an AF Form 52, Evidence Tag, which identifies each person who has
had custody of theitem? (Para2.6.1)

A2.23.15. Isevidenceinventoried, according to local requirements, and when evidence custodians are
changed? (Para2.6.2)

A2.23.16. Isthe disposd of evidence coordinated with the SJA, along with the appropriate AF Form 527
(Para2.6.3)

A2.23.17. Doesthe base property disposal board dispose of usable and non-usable property? (Para2.7.4;
DOD Manua 4160.21)

A2.23.18. Isarecord of disposed property recorded in the evidence logbook or the Security Forces
Automated System (SPAS)? (Para2.7.2)

A2.23.19. Islost and found property stored in a separate location from evidence? (Para 2.7.3)

A2.23.20. Are security forcestrained on testing controlled substances before testing? (Para 2.10)

A223.21. Aretwo interviewers present during interviews with ajuvenile or member of the opposite sex?
(Para2.11.5)

A224. MILITARY WORKING DOG (MWD) CHECKLIST (AFI 31-202)

A2.24.1. Isthe kennel master a graduate of the MWD Supervisor’'s Course L3AZR3P072A-002 or 003 or
scheduled to attend the course within 90 days of assgnment to kennel master duties? (2.3)

A2.24.2. Doesthe kennel master maintain the following permanent administrative record on MWDs? (Para
2.4)

A224.2.1. DD Form 1834, Military Working Dog Service Record—stays with the dog throughott its life.
(Note: If the form must be redone, attach the original form to the new one.)

A224.22. AF Form 321, Military Working Dog Training and Utilization Record.

A2.24.2.3. AF Form 323, Military Working Dog Training and Utilization Record for Drug/Explosive Detector
Dogs.

A224.24. AF Form 324, Military Working Dog Program Status Report.
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A2.24.3. Hasthe kennel master established safety procedures for? (Para 2.5)

A2.24.3.1. Preventing MWDs from getting loose in the kennels.

A2.24.3.2. Mantaining safe working distances within the training area.

A2.24.3.3. Safeleashing practices (do not use the leash to secure a MWD to an object or vehicle).
A2.24.3.4. Trangporting and handling MWDs during vists to the veterinarian’s office,

A2.24.4. Areremovable signswith the wording such as “ Caution—Military Working Dog” placed on vehicles
transporting MWDs and are these Sgns in the primary language of the foreign country when transporting
MWDs in foreign countries? (Para 2.6)

A2.24.5. When MWD teams are assigned pick-up trucks, are MWDs aways transported in cabs with
handlers? (Para2.6.1)

A2.24.6. Arehandlers knowledgeable of the prohibitions on reeasng MWDs (Para 3.2)?

A2.24.7. Are MWD policiesin compliance with status of forces agreements, or other country-to-country
agreements? (Para 3.3)

A2.24.8. Does each duty cycleinclude aminimum of 4 hours of proficiency training? (Para4.1)

A2.24.9. When possble, is proficiency training done on post? (Para4.1)

A2.24.10. Do kennel masters and trainers conduct patrol, detection, gunfire, and obedience training? (Para
4.1.1 and MWD Manual)

A2.24.11. Unless otherwise directed by the base veterinarian (for medica reasons), does patrol training include
training on obstacle course? (Para4.1.1)

A2.24.12. Aredrug detector dogs (DDD) also trained to detect explosives? (PROHIBITED) (Para4.2.1)
A2.24.13. Have Explosive Detector Dog (EDD) operating instructions been coordinated with the wing
explosve safety office and EOD? (Para5.1. PACAF Sup |)

A2.24.14. Arehandlerstrained to safely store, trangport, and handle explosive training aids? (Para’5.1.1)
A2.24.15. Do explosive ordnance or explosive safety office personne give explosive training aid safety training
to MWD handlers and associated support personnel? If explosive experts aren't available, has a quarterly
briefing been developed by the kennel master with the help of ground safety personnd? (Para5.1.1)
A224.16. Are natification and safety requirements detailed in paragraph 5.1.1. fulfilled before explosive
training takes place?

A2.24.17. Aremultiple training aids, when used, placed at least 10 feet gpart? (Para5.1.4)

A224.18. Areexplosive training aids kept under constant watch at al times? (Para5.1.5)

A2.24.19. Do people handling commercia dynamite containing nitroglycerin wear protective gloves? (Para
5.1.6)

A2.24.20. Aredehumidifiers and safety-approved eectrica heaters used in explosive training-aid storage
facilities to control temperature and reduce humidity? (Para5.1.7)

A224.21. Ismorethan 1 pound of chlorate maintained per kennd? (PROHIBITED) (Para5.2.1)

A2.24.22. Aretraining aids replaced as needed? (Para5.2.5)

A2.24.23. Aredrug training aids provided only by Navy Crimina Investigative Service Regiona Forensic
Laboratory (NCISRFL)? (Para6.2.1)

A2.24.24. |squdlitative andyss of drug training aids requested from NCISFRL under the following conditions?
(Para6.4)

A2.24.24.1. When thetraining aid is suspect.

A2.24.24.2. When MWDs repeetedly fail to respond to atraining aid.

A2.24.24.3. When thetraining aid is damaged or leaking.

A2.24.25. Areadl drug training aids weighed monthly by the primary drug custodian and a disinterested person
(E-5 or above) sdected by the ICSF, using acdibrated scale? (Para6.5)
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A2.24.26. Are monthly training aid weight checks recorded in grams, in a bound notebook? (Para 6.5)
A2.24.27. Doesthe disnterested person conducting the monthly weight check verify the exact weight of the
training aid againgt the weight information recorded on the AF Form 1205? (Para 6.5)

A2.24.28. Hasadrug training ad no-notice inventory and audit been conducted when drug training aid
custodians changed or within the last year if custodians haven't changed? (Para 6.6)

A2.24.29. Doesthe ICSF identify in writing the personnd authorized to Sgn out, possess, and use drug-
training aidsfor traning? (Para 6.7)

A2.24.30. Doesthe drug custodian keep alog of al training aids issued and returned? (Para 6.7)

A2.24.31. Isthe SF 702 and SF 700 used when storing drug training aids insde a storage container (safe)?
(Para6.1. PACAF Sup )

A2.24.32. Aretraining aids turned in the same duty tour they were issued unless otherwise authorized by the
CSF, operations officer, or other competent authority? (Para 6.7.1)

A2.24.33. Aredrug training aids revalidated every 24 months? (Para 6.9)

A2.24.34. Doesthe ICSF gppoint a disinterested person (master sergeant or above) to witness training aid
destruction of training aidsissued by 341 TRS? (Para 6.8)

A2.24.35. |sthe destruction of 341 TRStraining aids recorded on AF Form 15657 (Para 6.8)

A2.24.36. Istheremedial training process used to correct MWDsiif they fall to mest minimum training
standards (without reason) on 3 consecutive training days? (Para7.1.1)

A2.24.37. Areactionstaken to formally decertify MWDsif corrective training is unsuccessful? (Para7.1.1)
A2.24.38. Are MWD teamstrained and proficient in critical tasks? (Para7.1.1)

A2.24.39. Iscorrective action taken if MWD teamsfail semicritical tasks? (Para7.1.2)

A2.24.40. Are patrol dog evauations conducted at least annualy? (Para7.1.4)

A2.24.41. Isvdidation testing for detector dogs conducted annualy? (Para 7.2)

A2.24.42. Doesvaidation testing consst of at least two trias per odor for both EDDs and DDDs? (AFM 31-
219, Para4.1.2)

A2.24.43. Areactionstaken to formally decertify DDDswho fall to detect training aids in second validation
tests? (Para7.3)

A2.24.44. |sthefollowing information maintained in each detector dog’s probable cause folder? (Para 8.8.1)
A2.24.44.1. AF Form 321.

A2.24.44.2. AF Form 323.

A2.24.44.3. Documentation of when the search authorizing officia reviewed the records—quarterly review.
A224.44.4. A certification letter that shows the search granting authority witnessed a detection demonstration,
including the date, substance used, and results.

A2.24.445. A quaterly summary statement confirming the rdigbility of the team.

A2.24.45. Do kennd facilities meet standards? (Para9.1)

A2.24.46. |sasecuretraining area close to the kennels available to conduct patrol and patrol/detector dog
advanced obedience, confidence, and off-leash control training? (Para 9.1.6)

A2.24.47. Aredl sdes of the kennd's marked with MWD warning and danger signs as required by AF 31-
202 to include hogt nation language? (Para9.1.7)

A2.24.48. Are pets, stray animas or unit mascots dlowed in the MWD facility? (PROHIBITED) (Para9.1.8)
A2.24.49. Arehandlers and kennd masters used to support functions a stray anima facilities or training arees?
(PROHIBITED) (Para9.1.8)

A2.24.50. Arekennds continuoudy staffed, or has at least one handler immediately available? (Para9.2)
A2.24.51. Isguidance contained in Para 9.2.1 followed for unattended kennds if units have lessthan 5 MWDs
or do not have enough kennd support personnd assigned, or according to localy established procedures.
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A2.2452. Hasthe kennd master and veterinarian established sanitation standards and trained handlers on first
aid procedures? (Para9.2.2)

A2.24.53. Arehandlersfamiliar with their assgned dog’'s norma body functions, such as gppetite, sools, and
normal attitude, and proceduresto take if changes occur? (Para9.2.4)

A2.24.54. Unless gpproved by the veterinarian, are MWD only fed food supplied through the DoD supply
sysem? (Para9.2.5)

A2.24.55. Do dl handlers possess an officia passport? (Para10.2.10. PACAF Sup 1)

A2.25. ARMING AND USE OF FORCE (AFI 31-207 and AFMAN 31-299)

A2.25.1. Hastheingdalation commander or designee developed arming plans (incorporated into existing
programs for ingtalation defense, security or resources protection) identifying who may be armed and when
these personnel may use their wegpons? (Para 2.2)

A2.25.2. Do arming plans specify command and control and explain how the ingtalation will arm selected
personnd during THREATCONSs and DEFCONS? (Para 2.2)

A2.25.3. Do armed personnd assigned to Priority A, B, or C resources understand the speciaized rules of
engagement for protection of these resources? (Attach 2)

A2.25.4. Do the dearing-barrel attendant and the armorer engage in any other duties or functions during
wegpons handling (unauthorized)? (AFMAN 31-299, paral)

A2.255. Isstandard loading procedures addressed in Attachments 1 — 11 used for loading and
unloading/clearing weapons? (AFMAN 31-299, para l.)

A2.25.6. Doestheloca unit commander, or desgnee, ensure only trained responsible individuas that are
authorized to bear arms perform duties of wegpons armorer and clearing-barrdl attendant? (AFMAN 31-299,
paral.l)

A2.25.7. Doesthe clearing-barrel attendant:

A225.7.1. Allow only oneindividud at atime in the wegpons handling or clearing zone? (AFMAN 31-299,
paral.3)

A2.25.7.2. Ensuredl personswaiting to clear wegponsform aline at least 6 feet from the clearing-barrel?
(AFMAN 31-299, para 1.3)

A2.25.7.3. Ensureindividuas enter and exit the clearing-barrdl or turn-in areaonly upon his or her direction?
(AFMAN 31-299, para 1.6.1)

A2.25.7.4. Ensure individuds proceed directly to the clearing-barrd after recaiving their wegpons from the
armorer? (AFMAN 31-299, para 1.6.2)

A2.25.75. Ensure dl persons caring shoulder weapons do so at “port-arms’ and those carrying handguns do
so with the barrdl pointed up? (AFMAN 31-299, para 1.6.3)

A225.7.6. Ensuredl persons keegp the muzzle of their wegpon in the clearing-barrd aming-point during dl
weapons loading and clearing procedures? (AFMAN 31-299, para 1.6.4)

A2.25.8. Doesthe armorer:

A2.25.8.1. Veify each individud’s authority to bear arms before issuing any weapon, ammunition, or both by
checking the arming authorization letter, computer-generated rosters, aircrew orders, or other documents that
have submitted and signed by the authorization officias? NOTE: the document must identify the individud by
name, socid security number, firearm type, and last quaification date (for that wegpon). (AFMAN 31-299,
paralb5.1and para3.1.)

A2.25.8.2. Keep arecept showing the type of firearm, cdiber, manufacturer, serid number, printed name, and
signature of the person to whom the weapon wasissued? (AFMAN 31-299, para 3)

A2.25.8.3. Ensure each weapon is cleared before issue/turn-in? (AFMAN 31-299, para 1.5.2.)
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A2.25.84. Ensure only one person at atime is alowed to approach the issue and turn-in area or window?
(AFMAN 31-299, para1.5.4.)

A2.25.85. Issue al weapons buitt first, muzzle eevated, dide or bolt to the rear, and on safe? (AFMAN 31-
299, paral.5.3.)

A2.25.86. Visudly ingpect and clear each wegpon prior to storing the wegpon, ensuring removal of all
ammunition prior to storage? (AFMAN 31-299, para 1.5.5.)

A2.25.9. Clearing Barrels

A2.25.9.1. Congructed from a 30-gdlon container, filled with peagravel? NOTE: If sand isused, isthe sand
free of rocks or other debrisand dry? (AFMAN 31-299, para2.1)

A2.25.9.2. Atleast 14 inchesin width and 24 inches degp (based on 13 Aug 92, Clearing-barrel Penetrations
Test)? (AFMAN 31-299, para2.1)

A2.25.9.3. If located outdoors, have sand placed in aplastic bag and tied off prior to placing it into the
clearing-barrel? (AFMAN 31-299, para2.1)

A2.25.9.4. If filled with peagravel, visudly ingpected and refilled when needed? (AFMAN 31-299, para 2.1)
A225.95. Visualy checked annually to ensure the maintenance of construction standards and the check
documented? (AFMAN 31-299, para2.1.)

A2.25.9.6. Have a%ainch piece of plywood or thick rubber matting covering the diameter of the container
fitted directly behind the lid to reinforce it against muzzle blast? (AFMAN 31-299, para2.1.1)

A2.25.9.7. Mounted a a height and angle to permit safe and smooth firearms clearing? (AFMAN 31-299,
para2.1.2)

A2.25.9.8. Have an aming-point in the center of the front lid & least 4 inches in diameter and 1 inch in depth?
(AFMAN 31-299, para2.1.3)

A2.259.9. Have atray with rubber matting affixed under the aming-point of the barrel to prevent dropped
rounds from fdling to the ground? (AFMAN 31-299, para2.1.4.)

A2.259.10. Have thefloor areabeow the clearing zone covered by rubber or other resilient matting to help
prevent adropped round from exploding? (AFMAN 31-299, para2.1.5.)

A2.259.11. Have a36-inch marked safety zone on the ground or floor areaimmediately surrounding the
clearing-barrd with a4-inceline? NOTE: Thisline may be painted, taped, floor tiled, etc. (AFMAN 31-299,
para2.1.5.)

A2.25.9.12. Have posted written firearms clearing procedures above each barrdl for each type of government
firearm stored n the arms room? (AFMAN 31-299, para 2.2)

A2.25.9.13. Located in arm’s rooms and constructed of a 5-gallon barrd filled with pea gravel and used only
after weapons have been cleared at a barrel meeting specifications set in paragraph 2? NOTE: The 5-gdlon
barrd is used for ingpecting wegpons only, not loading and unloading weapons. (AFMAN 31-299, para 2.3.)
A2.25.10. IsAF Form 629, Small Arms Hand Receipt, used for people that are frequently issued firearms?
(AFMAN 31-299, para3.2)

A2.25.11. IsAF Form 1297, Temporary Issue Recelpt, used to issue weapons to people that do not require
frequent issue of firearms? (AFMAN 31-299, para 3.3.)

A2.26. AIR BASE DEFENSE (AFI 31-301)

A2.26.1. Areadl security forces personned trained and proficient in individua ground combat skillsIAW STP
21-1-SMCT? (Para2.14.1)

A2.26.2. Are TRF lesson plansused for ingtdlation ABD training? (Para 26. PACAF Sup 1)

A2.26.3. Haseach UTC participated in an ABD exercise a least annudly a home station? (Para. 2.14.2)
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A2.26.4. Do tasked UTCs prepare and maintain current deployment folders for use in home gtation training?
Folders should include: (Para. 2.14.4)

A2.26.4.1. Country data

A2.26.4.2. Copy of defense, security or resource protection plan

A2.26.4.3. Aerid photographs

A2.26.4.4. 1:50,000 map

A2.26.4.5. Rulesof engagement

A2.26.4.6. Current threat estimates

A2.26.5. Isthe HQ PACAF/IN Command Intelligence Estimate for Air Base Defense Operability Planning
(CIEAP) used to develop the base defense plan? (Para 1.2. PACAF Sup )

A2.26.6. Has acombined defense plan releasable to host nation or base defense plan been developed? The
plan should include: (Para 4.1)

A2.26.6.1. Ground order of battle at each threat level (Para4.1.1)

A2.26.6.2. Enemy capabilities and details how to defeat enemies with those capabilities (Para4.1.1)
A2.26.6.3. Enemy and friendly Stuation (Para4.1.2.1)

A2.26.6.4. Themission of the ABD Force (parad.1.2.2)

A2.26.6.5. The DFC’s concept of operation (Para4.1.2.2)

A2.26.6.6. Logigtics admin support and appropriate command and signal (Para4.1.2.2)

A2.26.6.7. Responsihilities of other USAF, DoD, dlied, or host nation forces available for ABD (Para
4.1.2.3)

A2.26.6.8. How security forces make the trangition from peacetime to war (Para4.1.2.4)

A2.26.6.9. How sdlectively armed owner or user security integratesinto ABD during trangtion (Para 4.1.2.5)
A2.26.6.10. Assigned areas of responsbility (Para4.1.2.6)

A2.26.6.11. READY Augmentee and SELARM training program, if applicable (Para3.2.2. PACAF Sup 1)
A2.26.6.12. A lig of criticd facilities requiring SELARM positions and how these positions are integrated into
the defense plan? (Para4.1.2.3. PACAF Sup 1)

A2.26.6.13. A prioritized ligt of ingdlation critical facilitieskey assets (Para4.1.4. PACAF Sup 1)

A2.26.7. Have bases gaining additive forces prepared misson folders? Do the mission foldersinclude:
(Parad.1.3. PACAF Sup 1)

A2.26.7.1. Copy of base defense plan

A2.26.7.2. Base support plan (400-2)

A2.26.7.3. Aeria photographs

A2.26.7.4. 1:50,000 maps along with overlays depicting sectors, CPs, DFPs, minefidds, TRPs, heavy
weapons positions, track plans, resupply routes, coordination points, etc.

A2.26.7.5. A summary of annua westher

A2.26.7.6. Unit OPRs and POCs, aong with DSN voice and fax numbers

A2.26.7.7. Securetelephone (STU IlI) contact numbers

A226.8. Are misson folders current? (Para4.1.3. PACAF Sup |)

A2.27. CONFINEMENT (AFI 31-205)

A2.27.1. Are Segregation Cellslocated to prevent physical contact between segregated and non-segregated
prisoners? (Para 13)

A2.27.1.1. Are prisoners separated by status, custody, grade, sex, and officer and enlisted? (Para 13.1)
A227.1.2. Are adminidrative areas separate from security functions? (Para13.4)

A2.27.1.3. Isthere asecure storage space for persona property? (Para 13.5)
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A2.27.1.4. Isthere aHedth and Comfort Item storage area? (Para 13.6)

A227.15. Isthereavigting areawith controlled entry and exit that alows for private conversation and has
storage space for visitors persond property? (Para 13.8)

A2.27.1.6. Doesthe dayroom have space for reading, writing, and table games? (Para 13.8)

A2.27.2. Physca Security, Safety, and Comfort Measures. (Para 14)

A2.27.2.1. Arethere barriersto control public entry into the prisoner areas to prevent escape? (Para 14.1)
A2.27.2.2. Arethere windows or skylights large enough to admit natura light? (Para14.3.1)

A227.2.3. Isatificid light in rooms, cells, and hygiene areas at least 20 foot-candles at desktop level?
(Para14.3.2)

A2.27.2.4. Do dl cellsand rooms have aview of the outside of at least three square feet? (Para 14.3.3)
A2.27.25. Isthere adequate lighting for security and safety? (Para 14.3.4)

A2.27.26. Iswire mesh ingdled over dl lighting fixtures? (Para 14.3.5)

A2.27.2.7. Isthere abattery-powered dectrica backup that will provide lighting? (Para 14.3.6)

A227.2.8. Isair circulation at least 15 cubic feet per minute for al occupantsin facilities built after 1 Jan 97?
(Para 14.5)

A2.27.29. Arenoiselevelsbelow 70 decibesin the daytime and 45 decibes a night? (Para 14.6)
A2.27.2.10. Areadl keysin a secure location and are there procedures for issuance and inventory of keys?
(Para14.7)

A2.27.2.11. Areduplicate keysimmediately available for emergencies? (Para14.7.1)

A2.27.2.12. Do dectronic locks have amanua backup? (Para14.7.2)

A2.27.2.13. Arelocks monitored 24 hoursaday? (Para14.7.2)

A2.27.2.14. Arethere combination sinks'toilets made of cast meta with round edges in the segregation cedlls?
(Para 14.8)

A2.27.2.15. Isthereardtio of at least onetailet for every twelve maes or onetoilet for every eight femaes
avalable 24 hoursaday? (Para14.8.1)

A2.27.2.16. Isthereaminimum of one sink for every six prisoners? (Para 14.8.3)

A227.2.17. Isthe water temperature thermostatically controlled between 100 and 120 degrees Fahrenheit?
(Para14.8.4)

A2.27.3. Space Allocation:

A2.27.3.1. Doindividua cedlsand open bay areas provide each prisoner aminimum of 35 square feet of space
unencumbered by furniture and fixtures? (Para 16.3)

A2.27.3.2. Istheceiling to floor distance at least eight feet? (Para 16.3)

A2.27.3.3. When confinement exceeds 10 hours per day, isthere at least 80 square feet of floor space per
occupant? (Para16.4)

A2.27.3.4. Doesthe dayroom contain at least 100 square feet of space? (Para 16.5)

A2.27.4. Furnishings:

A2.27.4.1. Doeseach cell or areahave at least one deeping surface with a mattress at least 12 inches off of the
floor per prisoner? (Paral17)

A2.27.4.2. 1sawriting surface with a place to St provided? (Para 17)

A2.27.4.3. Arethere enough furnishings provided to accommodate al prisoners and are they consstent with
the prisoner custody grade? (Para 17)

A2.27.5. Equipment:

A2.275.1. Isoffice equipment supplied to support the adminigrative function? (Para 18.1)

A2.275.2. Arejanitorial suppliesand serviceable tools provided for prisoner work projects? (Para 18.2)
A2.27.5.3. Isthere apublic address system? (Para 18.3)
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A2.275.4. |Isthere sufficient recreationa equipment and dayroom equipment such as TVs and/or radios?
(Para18.4)

A2.2755. Arethererdigious supplies and literature as provided or gpproved by the ingtdlation chaplain?
(Para18.5)

A2.27.6. IsDD Form 497 (Confinement Order) signed by an authorized Commissioned, Warrant, or Non-
Commissioned Officer? (Para 24)

A2.27.7. Processing Prisoners Into a Fecility: (Para 25)

A2.27.7.1. Have prisoners been briefed on facility rules upon initid entry? (Para 25)

A2.27.7.2. When possible, are new prisoners segregated from other prisoners during initial processing and
adminigraion? (Para25.1)

A2.27.7.3. 1sDJFD Form 249, (FBI Current Arrest or Receipt Card) used on prisoners whose sentence is
gpproved by the convening authority and includes more than one year confinement or a punitive discharge?
(Para25.2)

A2.27.74. Do dl prisonersreceive aphysca exam by medica personnel within 24 hours of initid
confinement? (Para 25.3)

A2.27.75. Has DD Form 1476 (Prisoner’s Admission Summary Data) and DD Form 498 (Prisoner’s
Persond History Record) been completed? (Para 25.5)

A2.27.8. Doeseach prisoner have a Correctiona Treatment file (CTF)? (Para 26)

A2.27.9. Status and Custody Grades. (Para 27)

A2.27.9.1. Have prisoners been assigned a custody grade? (Para 27)

A2.27.9.2. Have prisoners been classified as Pre-Tria, Post-Tridl, or Casua? (Para 27)

A2.27.9.3. If assgned Community Custody, has aloca picture identification card been made? (Para 27.5)
A2.27.10. Quarters Assignment: (Para 28)

A2.27.10.1. Have quarters been assigned based on status, rank, sex, and custody grade? (Para 28)
A2.27.10.2. ArePre-Triad and Post-Trial prisonersin separate cells or areas? (Para 28.1)

A2.27.10.3. Are officers and enlisted prisoners physicaly separated? (Para 28.2)

A2.27.10.4. Do sght and sound separate males and femdes? (Para 28.3)

A2.27.10.5. Are maximum custody prisoners separated from al other prisoners? (Para 28.4)

A2.27.11. Has DD Form 367 been used to authorize any release of prisoners and has a Pre-Release
conference been conducted? (Para 29)

A2.27.12. Hedth and Comfort Items. (Para 30)

A227.12.1. Areingdlation O & M Funds used to purchase health and comfort items for prisonersin non-pay
satus? (Para30.1)

A227.12.2. Asaminimum, areitemsfor persona hygiene provided in compliance with AFI 36-2903?
(Para 30.2)

A227.12.3. Isan emergency stock of health and comfort items maintained with an gppointed custodian who
inventoriesit quarterly? (Para 30.4)

A2.27.13. Prisoner Communications. (Para 32)

A2.27.13.1. Do prisonersreceive posta service? (Para 32)

A2.27.13.2. Do corrections staff personnel ingpect incoming and outgoing mail to intercept contraband and to
detect crimind activities? (Para 32.2)

A2.27.13.3. 1sDD Form 499, (Prisoner Mail and Correspondence Record) used to control authorized
correspondence? (Para 32.3)

A2.27.14. Prisoner Vidts (Para 33)

A2.27.14.1. Have vistation days and times been established for prisoners? (Para 33)
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A2.27.14.2. Are maximum and medium-in custody prisoners visited insde the confinement facility or another
secured location? (Para 33.3)

A2.27.14.3. Are prisoners searched before and after each visit? (Para 33.3)

A2.27.15. Support Services. (Para34)

A2.27.15.1. Do prisonersin segregation receive their medsin their cells? (Para 34.5.1)

A2.27.15.2. Are officer prisoners who are receiving (BAS) paying for their meds? (Para 34.5.3)

A2.27.16. Clothing: (Para35)

A2.27.16.1. Are prisoners wearing authorized uniform itemsonly? (Para 35)

A2.27.16.2. Do adjudged and sentenced prisoners wear prescribed uniforms without insignia, badges or
devices with the exception of wearing the items on their service dress uniform during a board, hearing, etc.?
(Para 35.2)

A2.27.16.3. Do prisoners have one complete set of service dress, four complete set of utility uniforms, one
field jacket, one short deeve light blue shirt (or service equivaent), one pair of boots, one pair of low quarter
shoes, appropriate belts, headgear, undergarments, socks, and one set of athletic attire? (Para 35.3)
A2.27.17. Has AF Form 807 (Receipt for Prisoner’ s Personal Property) been used to document personal
property and filed with the CTF? (Para 36)

A2.27.18. Funds. (Para37)

A2.27.18.1. Hasthe CSF appointed a primary and aternate PDF custodian by letter? (Para 37)
A2.27.18.2. Doesadisnterested party unassociated with the PDF audit the PDF quarterly? (Para37.1)
A2.27.18.3. Hasatransfer of PDF accountability been accomplished? (Para 37.2)

A2.27.18.4. Aredl cash, checks, vouchers, and receipts secured IAW AFI 31-209, Air Force Resource
Protection Program? (Para 37.3)

A227.185. Aredl funds receipted for via AF Form 1387 (Individua Receipt for Prisoner’ s Funds)?
(Para37.4)

A2.27.18.6. Areonly military checks, PDF custodian checks, money orders, cashier’s checks, cash or non-
U.S. currency deposited in the PDF account? (Para 37.4)

A2.27.18.7. Are prisoners provided a copy of the AF Form 1387 as areceipt and is the duplicate copy filed
with the AF Form 1388? (Para 37.4)

A2.27.18.8. Isan AF Form 808 (Individua Cash Account in Personal Deposit Fund (PDF), used to
chronologically post and balance each prisoner’ s account? (Para 37.6)

A2.27.18.9. Upon release or transfer of prisoners, does the PDF custodian let the prisoner verify the account
and draw acheck for the listed baance, annotate a“ 0" in the balance column and write or slamp * account
closed” following the last entry on the form, and are dl entriesin ink? (Para 37.6.2)

A2.27.18.10. Do prisonersindorse all checks “For Deposit Only” to the PDF account? (Para 37.7)
A2.27.18.11. Isacheck deposit receipt maintained or is there a duplicate of the depost dip with the AF Form
1388? (Para37.7)

A2.27.18.12. 1sDD Form 504, (Request for Hedlth and Comfort Supplies), used to process health and
comfort purchase request? (Para 37.8.1)

A2.27.18.13. 1sDD Form 1390, (Request for Withdrawal from the Personal Deposit Fund), used to make
purchase requests or forward money? (Para 37.8.2)

A2.27.18.14. Is AF Form 1391, (Group Purchase Voucher for Persona Deposit Fund), used for requests
involving more than one prisoner and are voucher numbers (BXX-01) assigned in the same manner as AF Form
1388? (Para37.8.3)

A2.27.18.15. IsAF Form 1392, (Summary Disbursement Voucher for Personal Deposit Fund), used to ligt all
checks drawn from the PDF? (Para 37.8.4)
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A2.27.18.16. IsAF Form 1393, (Petty Cash Voucher for Persona Deposit Fund), used for locally authorized
expenditures of $50.00 or less, and are voucher numbers (CXX-01) assigned in the same manner as AF Forms
1388 and 13917 (Para 37.8.5)

A2.27.18.17. Areal PDF checks stamped “void after (30, 60, 90 days)” as determined appropriate?

(Para 37.9)

A227.18.18. IsAF Form 1398, (Daily Status of Persona Deposit Fund), used to record the daily baance of
the PDF? (Para 37.10)

A2.27.19. Arerdll calsconducted at shift change during deeping hours (irregular checks) and during work
hours or when prisoners are awvay from the facility (by telephone or in person)? (Para 38.1)

A2.27.20. Loca AreaEscorts. (Para 39)

A2.27.20.1. Are maximum custody prisoners escorted with two personnd, a least one-armed security police?
(Para39.1)

A2.27.20.2. Do parent unit personnel escort medium-in custody prisoners using aratio of one escort per
prisoner? When SF s conduct the escort, is the ratio one per two prisoners? (Para 39.2)

A2.27.20.3. Do parent unit personnel escort medium-out custody prisoners using aratio of one escort per two
prisoners? When SF's conduct the escort, isthe ratio one per four prisoners? (Para 39.3)

A2.27.20.4. Do parent unit personnd escort minimum custody prisoners using aratio of one escort per five
prisoners? When SF' s conduct the escort, is the ratio one per ten or part thereof? (Para 39.4)

A227.205. Areonly Officers and Non-Commissioned Officers from the parent unit equa to or higher in rank
assigned to the prisoner as escorts? (Para 39.5)

A2.27.20.6. Are escorts briefed on prisoner security requirements prior to departing the correction facility?
(Para39.6)

A227.21. Areitems, which threaten the safety or the security of the facility, Saff, or prisoner population,
prohibited? (Para 40)

A2.27.22. Prisoner Searches: (Para4l)

A2.27.22.1. Are protective gloves used during theinitid complete search? (Para 41)

A2.27.22.2. Aresample searchesfor contraband or weapons conducted when prisoners enter and exit the
facility, before and after vidts, and as determined by the Corrections Officer (Para 41.3)

A2.27.22.3. Are periodic checks conducted at irregular intervals? (Para41.3)

A2.27.22.4. Are complete searches conducted as part of prisoner in-processing? (Para41.2)

A2.27.225. Following theinitial confinement search, are prisoners alowed to shower and issued clean,
previoudy searched clothing? (Para41.2)

A2.27.23. Are emergency plans developed that include the following? (Para42)

A2.27.23.1. Plan for apprehension of escapees, fire protection and prevention; response to riots; disorders,
power failures, hostage situations, bomb threats, natura disasters, and medical emergencies? (Para42)
A2.27.23.2. Posted within the facility and are supporting checklists, specia instructions, and other
documentation available a the facility, Law Enforcement Desk, or other location designated by the ingtallation
CSF? (Para42.1)

A2.27.24. Weapons and Other Means of Force: (Para 43)

A2.27.24.1. Areweapons prohibited when escorting or supervisng medium or minimum custody prisoners
unless the supervisor’ s routine duties require aweapon? (Para 43.1)

A2.27.24.2. Arewegpons (firearms, clubs, batons, and chemica irritants) prohibited from being carried into
the facility except in emergency Stuations as etablished in writing by the ingdlation CSF?

(Para43.2)

A2.27.24.3. Isthe use of sckening gas prohibited in the correction facility? (Para 43.2)
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A2.27.25. Escape Prisoners. (Para44)

A2.27.25.1. IsDD Form 553, (Deserter/Absentee Wanted by the Armed Forces) and AF Form 2098
accomplished if a prisoner escapes, failsto return, or when a prisoner’s parole has been suspended or revoked
according to AFI 36-2911, (Desertion and Unauthorized Absence)? (Para 44)

A2.27.25.2. Isthe MAJCOM/SF notified of al escapees? (Para 44)

A2.27.25.3. Is AF Form 807 used to inventory the escaped prisoner’ s property and persona effects as soon
as possible after escape? Are funds found in the prisoner’ s persona effects deposited into the PDF? (Para
44.1)

A2.27.26. Control of Medica Supplies. (Para47)

A2.27.26.1. Arelocd procedures established for the secure storage, issue, accountability, and destruction of
prisoner medications? (Para 47)

A2.27.26.2. Aredl medicd supplies and medication issues and destruction gtrictly controlled? (Para47)
A2.27.27. Discipline and Adjusment Boards. (Para 48)

A2.27.27.1. 1sDD Form 508, (Report of/or Recommendation for Disciplinary Action), used to document
facility rule violations and behavior problems? (Para48.1)

A2.27.27.2. IsaDiscipline and Adjustment panel composed of two disinterested staff members (E-4 or
higher), and a pand chairperson (E-7 or higher) from another unit activated if there are serious infractions or
behavior by aprisoner? (Para48.4)

A2.27.27.3. Doesthe Discipline and Adjustment board use the DD Form 508? (Para 48.4)

A2.27.27.4. |sthe prisoner advised at least 24 hoursin advance of the Discipline and Adjustment board?
(Para48.4.1)

A2.27.27.5. Isthe prisoner notified of the gpprova action and provided with a copy of the completed DD
Form 5087 (Para 48.4.4)

A2.27.27.6. Are punishments such as clipping hair, bal and chain, unproductive labor, unnecessary use of
restraining devices or any other form of inhumane treetment used? (PROHIBITED) (Para48.6)

A2.27.28. Within 72 hours of a prisoner’s entry into segregation, does the Correction Officer review the
circumstances behind the segregation and the need for further segregation? (Para 49.1)



